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PQC in China

« Academic research
« Novel PQC signatures and KEMs
« Attacks, post-quantum protocols and security reductions
« NIST’s PQC standardization process
« Jintai Ding (Xi’an Jiaotong-Liverpool University) co-invented ML-KEM

 Ding also co-invented Rainbow = NIST PQC Project finalists, SNOVA and UOV =
NIST Call for Additional Signatures round 2

« A team predominantly affiliated with I1E, CAS invented LAC = NIST PQC Project
round 2 (first author: Xianhui Lu)



PQC in China

« PQC competitions
« The National Cryptographic Algorithm Design Competition, 2018

« Next-generation Commercial Cryptographic Algorithms Program (NGCC), 2025

« PQC implementations and commercial products

« Open source libraries: Tongsuo, OpenHiTLS and PQMagic
« Chip, Hardware Cryptographic Module (HSM) and Key Management System (KMS)
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PQC in China: Academic Research

+ Recent work since 2018
« First or corresponding author with China affiliation

» Focus on new designs of KEMs and signatures, also with:

« Attacks on NIST PQC proposals
« Post-quantum protocols

« Improvements of security reductions



PQC Research in China: KEMs (1)

« On lattice assumptions

o LAC [Lu+18]: NIST PQC competition
« AIGIS-Enc [Zha+20]: PKC 2020
« BAT [Fou+22]: TCHES 2022

CTRU/CNTR [Lia+24]: Computer Standards & Interfaces 2024
« NEV [ZFY23]: ASIACRYPT 2022
+ SCloud+ [Wan+24]: SSR 2024

« On other assumptions

« SIAKE [Xu+19]: ASIACRYPT 2019
« NH-ROLLO [Son+23]: ASIACRYPT 2023



PQC Research in China: KEMs (2)

o [Lu+18] LAC: Practical Ring-LWE Based Public-Key Encryption with Byte-Level Modulus
+ Based on the Ring-LWE (RLWE) assumption

« AIGIS-Enc [Zha+20] Tweaking the Asymmetry of Asymmetric-Key Cryptography on Lattices:

KEMSs and Signatures of Smaller Sizes

» Based on the Asymmetric Module-LWE (AMLWE) assumption

+ 1.01x ~1.31x (resp., 1.14x ~1.36x) faster than Kyber in encapsulation (resp.,

decapsulation)

NIST-I NIST-III NIST-V
[pk| Jct] [pk| |ct] [pk| |ct]
LAC 544 | 704 | 1056 | 1352 | 1056 | 1464
AIGIS-Enc | 672 | 672 | 896 | 992 | 1472 | 1536
kyber' 800 | 768 | 1184 | 1088 | 1568 | 1568

"We follow the parameter sets specified by NIST FIPS 203




PQC Research in China: KEMs (3)

o [Fou+22] BAT: Small and Fast KEM over NTRU Lattices
« Based on NTRU and RLWR assumptions.

« Fast encapsulation of ~11k cycles with AVX2

« [ZFY23] NEV: Faster and Smaller NTRU Encryption using Vector Decoding
+ Based on NTRU and RLWE assumptions

o 1.42x ~1.74x faster than Kyber, 5.03x ~29.94x faster than NTRU-HRSS/HPS

« CTRU/CNTR [Lia+24] Compact and Efficient KEMs over NTRU Lattices
+ Based on NTRU and RLWE/RLWR assumptions

o 1.2x~2.6x faster than Kyber, 1.6x ~23x faster than NTRU-HRSS



PQC Research in China: KEMs (4)

NIST-I NIST-III NIST-V

[pk| Jct| [pk| Jet| |pk| |ct]
BAT 521 473 - - 1230 | 1006
NEV 615 | 615 - - 1229 | 1229
CTRU 768 | 640 | 1152 | 960 | 1536 | 1408
CNTR 768 | 640 | 1152 | 960 | 1536 | 1280
kyber 800 | 768 | 1184 | 1088 | 1568 | 1568
NTRU-HRSS? | 1138 | 1138 - - 2401 | 2401
NTRU-HPS | 930 | 930 | 1230 | 1230 | 1842 | 1842

For NTRU-HRSS/HPS, we follow the parameter sets specified by draft-fluhrer-cfrg-ntru-03




PQC Research in China: KEMs (5)

« [Wan+24] Scloud+: An Efficient LWE-Based KEM Without Ring/Module Structure

+ Based on unstructured LWE problem

o 1.29x~1.36x faster than FrodoKEM [Bos+16] in encap+decap

NIST-I NIST-111 NIST-V
Ipk| lct| Ipk| lct| [pk| Jct|
Scloud+ | 7200 | 5456 | 11136 | 10832 | 18744 | 16916
FrodoKEM | 9616 | 9720 | 15632 | 15744 | 21520 | 21632
kyber 800 | 768 | 1184 | 1088 | 1568 | 1568
HQC 2249 | 4497 | 4522 | 9042 | 7245 | 14485




PQC Research in China: KEMs (6)

« SIAKE [Xu+19] Strongly Secure Authenticated Key Exchange from Supersingular Isogenies
+ One-Way CCA KEM based on SI-DDH assumption

« 2/3-pass AKE protocols based on SI-DDH/One-Oracle SIDH

« NH-ROLLO [Son+23] Blockwise Rank Decoding Problem and LRPC Codes: Cryptosystems
with Smaller Sizes
» Rank-based crypto: (More-efficient) code-based crypto relies on rank metric rather
than Hamming metric (e.g., HQC)

+ Generic coding technologies that improve the communication costs of rank-based
KEMs in NIST PQC competition up to 50%.



PQC Research in China: Signatures (1)

« Lattice-based

« AIGIS-Sig [Zha+20]: PKC 2020
. Mitaka: EUROCRYPT 2022 [Esp+22a], CRYPTO 2022 [Esp+22b]
« Robin, Eagle and Hufu [YJW23]: CRYPTO 2023

» Hash-based
o SPHINCs-« [ZCY23]: CRYPTO 2023



PQC Research in China: Signatures (2)

« AIGIS-Sig [Zha+20] Tweaking the Asymmetry of Asymmetric-Key Cryptography on Lattices:
KEMs and Signatures of Smaller Sizes

« Sign is 1.01x ~1.46x faster than Dilithium
« [Esp+22a] MITAKA: A Simpler, Parallelizable, Maskable Variant of Falcon
« Sign is 2.02x ~2.32x faster than Falcon

« [Esp+22b] Shorter Hash-and-Sign Lattice-Based Signatures

+ More compact Falcon and Mitaka with ellipsoidal Gaussian distribution and reduced
modulus

« At the cost a few bits of security



PQC Research in China: Signatures (3)

« Robin & Eagle [YJW23] Compact Lattice Gadget and Its Applications to Hash-and-Sign
Signatures

« A series of post-quantum signature schemes with lattice gadgets
« Robin: the instantiation based on NTRU without NTRU trapdoor
 Eagle: the instantiation based on RLWE

+ Hufu: the proposal submitted to NIST competition for additional signatures

« A LWE-based signature with the compact gadget technique



PQC Research in China: Signatures (4)

NIST-I NIST-II1 NIST-V

Pk | Isigl | Ik | Isigl | Ipk | Isig

AIGIS-Sig 1056 1852 1568 3046 - -
Mitaka 896 713 - - 1792 1405
Robin 1227 992 1990 1527 2399 1862

Eagle - - 1952 3052 - -
Hufu 1059 2455 2177 3540 3573 4520
Falcon?® 576 425 - - 1152 805
Falcon® 896 410 - - 1792 780
Mitaka?® 576 475 - - 1152 935
Mitaka? 896 460 - - 1792 905
Dilitihum? - - 1952 3309 2952 4627
Falcon 896 666 - - 1792 1280

*The variant of ¢ = 257 by [Esp+22b]
*The variant of v = 8 by [Esp+22b]
*For Dilitihum, we follow the parameter sets specified by NIST FIPS 204




PQC Research in China: Signatures (5)

« SPHINCS-a [ZCY23] Revisiting the Constant-Sum Winternitz One-Time Signature with
Applications to SPHINCS+ and XMSS

« Prove that the constant-sum WOTS™ one-time signature is size-optimal among all
tree-based OTS

NIST-I NIST-111 NIST-V
128-f | 128-s 192-f | 192-s 256-f | 256-s
SPHINCS+ | 17088 7856 | 35664 | 16224 | 49856 | 29792
SPHINCS-a | 16720 6880 34896 | 14568 | 49312 | 27232




PQC Research in China: Attacks (1)

« [Din+21] The Nested Subset Differential Attack: A Practical Direct Attack Against LUOV
Which Forges a Signature Within 210 Minutes (EUROCRYPT’21)

« Forge a signature with public key, against LOUV (NIST PQC Project round 2)
« [WWW23] Exploring Decryption Failures of BIKE: New Class of Weak Keys and Key Recovery
Attacks (CRYPTO’23)
+ Decrease the security level of BIKE (NIST PQC Project round 4) with new key recovery
attacks
» [Zha+23]Improved Power Analysis Attacks on Falcon (EUROCRYPT’23)

« Practical key-recovery side-channel attacks of Falcon’s samplers



PQC Research in China: Attacks (2)

« [Lin+25]Do Not Disturb a Sleeping Falcon: Floating-Point Error Sensitivity of the Falcon
Sampler and Its Consequences (EUROCRYPT’25)

« ldentify a vulnerability in Falcon’s lattice discrete Gaussian sampler, which can be
used to attack deterministic Falcon

« [Lia+25] Achilles: A Formal Framework of Leaking Secrets from Signature Scheme via
RowHammer (USENIX Security’25)

« RowHammer checking tools for signatures including ML-DSA



PQC Research in China: Protocols

[Bai+24] MPC-in-the-Head Framework without Repetition and its Applications to the
Lattice-based Cryptography (S&P’24)

« Efficient non-interactive proof-of-possession of lattice key (e.g., for MLKEM-512, ~80
KB proof and <1s verification time).

[Z)Z24] CPA-secure KEMs are also sufficient for Post-Quantum TLS 1.3 (ASIACRYPT’24)

« Improves the proofs of [HV22] (EUROCRYPT’22) with tighter bounds in the Quantum
ROM (QROM).

[LLH24a] Efficient Asymmetric PAKE Compiler from KEM and AE (ASIACRYPT’24)

[LLH24b] Universal Composable Password Authenticated Key Exchange for the Post-Quantum
World (EUROCRYPT’24)

« Generic constructions UC-secure (asymmetric)-PAKE and instantiations with LWE
and GA-DDH



PQC Research in China: Security Proofs of KEMs

« The line of research [Jia+18; JZM21; GSX23; JMZ23; Che+24; GLX24]
« Improve the security proofs of FO transofrmation (IND-CPA PKE — IND-CCA KEM)

« Tighter proofs with less security loss (e.g, O(¢?) — O(1))
« Security proofs in the Quantum ROM rather than classical ROM
« Can be used to optimize the choices of parameters

+ [Zho+24] SoK: Post-Quantum Key Encapsulation Mechanisms — Security Definitions,
Constructions, and Applications (SSR’24)

« A detailed survey on this topic
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PQC Standard in China: Current Standard (1)

+ The hierarchy of cryptographic standards in China

« The GM/T (GuoMi for "National Cryptography”) Series
+ Published by the State Cryptography Administration (SCA)

« National industry standards for cryptographic algorithms

« The GB/T (GuoBiao for "National Standard”) Series
« Published by the Standardization Administration of China (SAC)

+ Mature and important GM/T standards can be "promoted” to GB/T standards

+ e.g., SM3 hash algorithm: GM/T 0004-2012 = GB/T 32905-2016



PQC Standard in China: Current Standard (2)

« Asymmetric algorithms: the SM2 standard

« “ShangMi” stands for “cryptographic algorithms
for commercial usage”.

« GM/T 0003-2012 or GB/T 32918-2016

« Part 1: General notions for elliptic curve
cryptography.

« Part 2: Digital signature

« Part 3: Key exchange protocol

« Part 4: Public key encryption

« Part 5: Parameter definition
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PQC Standard in China: Current Standard (3)

Details of SM2 standard

« SM2 signature
« Different from ECDSA = has been incorporated into ISO/IEC 14888-3

« SM2 signature is resistant to key substitution attacks (where DSA/ECDSA cannot)

« [Zha+15] Security of the SM2 Signature Scheme Against Generalized Key Substitution
Attacks (SSR’15)

« SM2 key exchange
« SM2 key exchange is a MQV-style protocol

« SM2 parameter

« Part 5 also specifies a new curve (a.k.a., ’SM2Curve”)



PQC Standard in China: Post-Quantum Competition (1)

+ The National Cryptographic Algorithm Design Competition 2018
« Public key track: PKE/KEM, key exchange and signature

» Encourage post-quantum designs

« First Prize:
+ AIGIS-sig, LAC.PKE and AIGIS-enc

« Second Prize:

« LAC.KEX, SIAKE, Scloud and AKCN
« AKCN [JZ17] Optimal Key Consensus in Presence of Noise



PQC Standard in China: Post-Quantum Competition (2)

« Announcement on Launching the Next-generation Commercial Cryptographic Algorithms
Program (NGCC) by Feb, 2025
« Global-wide competition hold by Institute of Commercial Cryptography Standards
(ICS)

« For public key algorithms, hash algorithms and block ciphers, require post-quantum
security

ES =T Next-generation Commercial
—_ ryptographic
U S 5B (NGCC)

Announcement on Launching the Next-generation Commercial
Cryptographic Algorithms Program (NGCC)
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PQC in China: Open Source Libraries

« Tongsuo (https://github.com/Tongsuo-Project/Tongsuo)
+ China local fork of OpenSSL

«+ Currently supported post-quantum features: SM2DH-MLKEM768 hybrid key
exchange for TLS 1.3 and ML-DSA

« OpenHiTLS (https://github.com/openHiTLS/openHiTLS)
« Supported post-quantum algorithms: ML-DSA, ML-KEM, SLH-DSA and SCloud+

 Support the hybrid key exchange methods described in
draft-kwiatkowski-tls-ecdhe-mlkem-03.

« PQMagic (https://github.com/pqcrypto-cn/PQMagic)

« High-performance post-quantum cryptographic implementations

+ ML-DSA, ML-KEM, SLH-DSA, AIGIS and SPHINCS-«



PQC in China: Chip, HSM and KMS (1)

+ Many China companies are developing servers, HSMs and chips for post-quantum
algorithms

« Mainly support NIST standards and post-quantum RNG

+ Post-quantum crypto chips
« C*Core (GuoXin) Technology Co.,Ltd’s CCUPHPQO1.

« TuringQ (Tuling Liangzi)’s TQ03-QRNGC-64

« Anhui ASKY Quantum (Wentian Liangzi) Technology’s chip-level post-quantum
crypto card



PQC in China: Chip, HSM and KMS (2)

+ HSMs, gateways, and key/certificate management systems

« sansec (SanWei Xinan)’s post-quantum crypto hardware cryptographic module
(HSM), SDK and key/certificate management systems.

« CETC (China Electroics Technology Group Corporation) has published "LiangKai”
post-quantum cryptographic product series.

« Aliyun’s GVSM post-quantum cryptogrphic server (beta): supports ML-KEM,
ML-DSA, SLH-DSA, LMS and XMSS.



Tongsuo’s Implementation of PQC

2. Tongsuo’s Implementation of PQC

2.1.  Current status

2.2. Roadmap



Tongsuo’s Implementation of PQC

2. Tongsuo’s Implementation of PQC

2.1.  Current status



Tongsuo’s Implementation of PQC: Current status

+ Post-quantum features in current Tongsuo master

« Hybrid key exchange SM2DH-MLKEM768 for TLS 1.3
« Combines ECDHE with SM2Curve and MLKEM768

« Adopts the MLKEM reference implementation from the design team (pq-crystals)

+ ML-DSA and hybrid signature with SM2 and MLDSA-65
+ The hybrid design follows the specification of draft-ietf-lamps-pq-composite-sigs-07

« Adopts the MLDSA reference implementaion (also, from pg-crystals)
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Tongsuo’s Implementation of PQC: Roadmap (1)

« Goal 1: support more post-quantum features
« NIST’s standard algorithms: ML-DSA, ML-KEM and SLH-DSA

+ Experimentally support non-standardized Algorithms

» Goal 2: explore pathways for integrating PQC into China’s standards
« Hybrid with GM/T cryptographic altorithm standards

« e.g., GB/T 32907-2016: the SM4 block cipher
+ The applications of post-quantum/hybrid primitives in China’s standards of protocols

. e.g., GB/T 38636-2020: Transport Layer Cryptography Protocol (TLCP), which is a
TLS-1.2 style protocol



Tongsuo’s Implementation of PQC: Roadmap (2)

+ Goal 3: optimize performance for post-quantum algorithms

« With specific hardware features (e.g., AVX, ARM64, RISC-V,- - -)

» Goal 4: support more post-quantum features

« Distributed key management
« Side-channel resistant implementation
« Acclerate high-impact PQC research

+ We are expecting more suggestions and PRs!



The End

https://github.com/Tongsuo-Project/Tongsuo

tianwu.wyc@antgroup.com
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