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Al 101

' Generative Al Shift thf is Al inference? What are Al Agents and MCP?

b



TLS and at-rest
encryption
aren't enough!

Prompts still
leak inside the
Al pipeline.

Patient medical records in
prompt

Unreleased earnings data
Confidential contracts or
code

Sensitive intelligence data

Prompts plaintext exposure

APl gateway
Reverse proxy

Logs and monitoring
SHES

Agent middleware
Retrievers

Inside Al Inference
Runtimes

TLS protects in-flight
traffic (/)

Disk encryption protects
storage (/)

Inside the Al stack -
plaintext everywhere
(X)



Why Existing Security
Isn't Enough?

IN USE
(Inference)

IN TRANSIT AT REST




The Idea: Model-Side Sl B . .
] ) sk FELays it =  User/client encrypts prompt with
Confidential Inference u e S OpenssL.

=  Encrypted prompt fravels across
network + orchestration stack.

=  Only decrypted inside model
runfime memory.

Lo =  Model tokenizes - processes >

: generates output.

—  Response re-encrypted before
leaving runtime.



https://docs.google.com/file/d/1ezgEVe5ZiDOpinuq94hzet-pBHK3Fwx-/preview

Why OpenSSL?

1 ® 2 ® 3 ® 4 ©),

Widely available across Algorithms we can use: Standards-based, Future-proof
runtimes and integrates AES-256-CBC, AES-GCM  frusted, interoperable
with C, Python, Rust, Java




Architecture Overview

CMake Build C1/CD Pipeline Docker Containers

Client Side Testing & Quality

CLI Interface ‘ Unit Tests Integration Tests ’ Security Tests ‘

Security Layer
‘ Key Management Secure Memory
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LlamaClient HTTP EncryptionManager
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Base64 Encoding ‘ pycryptodome AES-256-CBC

Network Layer

HTTPS Transport

JSON API ‘

Server Side (llama.cpp)

encrypted_server.cpp

LlamaEncryptionServer [ ‘ﬂ EncryptionManager C++

- l
Uama.cpp Core OpenSSL AES-256-CBC
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LLM Model .gguf




Demo



Future Directions




Code Repository




Connect With Us




