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In order to safeguard the security of public electronic communications 
networks and publicly available electronic communications services, the use 
of encryption technologies, in particular end-to-end encryption as well as 
data-centric security concepts, such as cartography, segmentation, tagging, 
access policy and access management, and automated access decisions, should 
be promoted. Where necessary, the use of encryption, in particular end-to-
end encryption should be mandatory for providers of public electronic 
communications networks or of publicly available electronic communications 
services in accordance with the principles of security and privacy by 
default and by design for the purposes of this Directive. The use of end-
to-end encryption should be reconciled with the Member States’ powers to 
ensure the protection of their essential security interests and public 
security, and to allow for the prevention, investigation, detection and 
prosecution of criminal offences in accordance with Union law. However, 
this should not weaken end-to-end encryption, which is a critical 
technology for the effective protection of data and privacy and the 
security of communications.
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1.to safeguard the security, end-to-end encryption should be promoted.      
2.end-to-end encryption should be mandatory by default and by design    
3.end-to-end encryption should allow for the detection of criminal offences  
4.However, 3 should not weaken end-to-end encryption



This 
apparent 
contradiction 
has a 
solution

"policy makers should refrain from 
measures that could weaken 
encryption. We strictly oppose any 
technical solutions, such as 
backdoors or master key, as their 
pure existence would weaken 
encryption in the EU. Europe needs 
not fewer, but more trustworthy IT 
solutions to swiftly implement the 
digital transformation in 
administration, industry and 
society. To this end, European 
legislators should be proponents of 
strong encryption."
Federation of German Industries, 
16 March 2021



Society should not accept 
that violation of 
communication is 
admissible

Not as an institution, but as a 
private person active 
representative of an institution

If we can not accept the 
public risk of 1-to-1 
communication, then we 
should explicitly  and 
transparently define a 3rd



Questions? 
Comments?

That’s it!
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