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Background - Biography

* Paul Yang (3¥ Yang, % Yang)
* Started to contribute code to OpenSSL since 2017
* Was invited to be a committer in 2018

* Work Experience
* Neusoft (2008)
* Network Security (Firewall, UTM, ADC...)
 Alibaba/Ant Group (2014)
* Cryptography
* ToneFlow (2020): Music Composing/Recording/Mixing
* Lenovo (2025): Privacy Computing



Background - Biography

* Elected as a member of the Corporation TAC
* May, 2025
e Small Businesses (on behalf of ToneFlow)

* My Contributions to OpenSSL Community
* Code and reviews
* First China Tour in 2017
Extend the use of OpenSSL in China
Connect China regulatory agency with the community
Organize meet-ups in China (Doing)
Seek for more funds and tech contributions (Doing)



Status of OpenSSL in China (Tech Aspect)

* Features that are heavily used
e TLS 1.3 and older (libssl)

e Conventional Cryptography Algorithms (libcrypto)
* RSA, ECDSA
* AES
* SHA series

Chinese SM (Commercial Cryptography) algorithms
* SM2, SM3, SM4
e X.509 with those algorithms

Command-line tools (apps/)

Operating systems
* Linux, iOS, Android

Hardware platform: x86, ARM



Status of OpenSSL in China (Tech Aspect Cont.)

* Features that are rarely used  xqQuic

e DTLS An Excellent
* Some Cryptography Algorithms Implementation of
* DSA, blowfish, camellia, idea QUIC
* QUIC
» 3rd-party open source QUIC lib +
OpenSSL
* Provider mechanism = | QZ’_’ E _
* Other Unix-like systems o e e
* Most platforms in
‘Configurations’ directory are not For instance, Alibaba’s XQUIC
used at all Tencent has its own TQUIC library as well

e Hardware other than x86 and
ARM
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Status of OpenSSL in China (Tech Aspect Cont.

* Features that are contributed to OpenSSL

* Hardware support for domestic CPUs

+ * Added SHA-2 assembly implementation enhancing performance for LoongArch.

+ Added optimized SM3, MD5, SHA-256, SHA-512 implementation using Zbb extension
+ for RISC-V.

+

+ *kJulian Zhux

SM4 optimization for ARM by HW instruction (EBBIOVaINEa0ytOMEIge) «branch: master  (iriaged: feature Dss

#17455 by daniel-hu-arm was closed on Feb 3, 2022 - Review required E‘, 2 tasks

SM3 acceleration with SM3 hardware instruction on aarch64 (EBBIOVAIIEaAYNOMMEIge) « branch: master 15
triaged: feature
#17454 by zorrorffm was closed on Jan 14, 2022 - Review required @ 2 tasks

11 20pen v 16 Closed Author v Label ~ Projects ~ Milestones ~

19 LoongArch: Accelerate SHA-2 message scheduling with LSX X (severity: fips change
#28192 opened on Aug 7 by xenOn - Review required

13 LoongArch perlasm cleanups v (severity: fips change
#28191 opened on Aug 7 by xenOn - Review required

1% LoongArch: Add SHA-2 assembly implementation for better performance v —
branch: master  severity: fips change  tests: exempted  triaged: feature  triaged: performance
#27904 by HeliC829 was closed on Jul 24 - Approved

15 Make cpuid_setup non-constructor ~ (GPBIOVSICMNOMMEIgE) branch: master  (Severity: fips change)) (1ests: exempted
triaged: bug
#27466 by ZenithalHourlyRate was closed on Apr 29 - Approved

1% LoongArch: Fix output file name detection for Perl scripts - (@BBIOVSHNGAENBIMEIGE) branch: master branch: 3.2
branch: 3.3  branch: 3.4 | severity: fips change | tests: exempted  triaged: bug
#26717 by xry!11 was closed on Feb 14 - Approved

1% LoongArch: we should access global symbol by la.global instead of la.pcrel X —
branch: master  branch: 3.2 branch: 3.3 branch: 3.4  (severity: fips change ) (tests: exempted) (triaged: bug
#26336 by ywgrit was closed on Jan 14 - Approved

Define L_ENDIAN for linux64-loongarch64 _ branch: master  branch: 3.1  branch: 3.2
tests: exempted  triaged: bug
#23064 by xry111 was closed on Dec 18, 2023 - Approved

1% Add vector support detecting for linux64-loongarch64 ' branch: master ' branch: 3.2 branch: 3.3 (LRI
stalled: awaiting contributor response  (tests: exempted) ( triaged: bug
#23004 by heiher was closed on Jul 12, 2024 - Review required

LoongArch64 bly pack: Really i OPENSSL_rdtsc (GBBIoValIeaayONMeIge) branch: master

severity: fips change  tests: exempted  triaged: feature

Reviews v Assignee ~

Sort ~
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Status of OpenSSL in China (Market Aspect)

* Still the most popular cryptography library
* Because it’s open source and that means free of charge...

* But mostly limited to TLS and related realms
* TLS
* X.509

e Traditional scenarios like secure network communication (HTTPS, SSH, VPN...),
CA systems (digital signatures...), Key management (key-gen...)

* Not too many paid users — currently 0 as I've seen
 Companies don’t have strong will to pay for ‘support’ in China

 Companies are keen to hire engineers to hack & even fork OpenSSL
 Companies buy hardware that comes with software for free



Projects in China - GMSSL

* Forked in 2014, GM stands for (GuoMi, China National Cryptography)
* Initiated by Peking University
* Tech Highlights

* More comprehensive Chinese SM algorithms support

* Replaced Perl-based build system with Cmake

* Move to C99

* Reduce the memory usage and binary size

* Enhanced security capabilities for ant-malware and side channel attacks

* Operating Status
e 5.7K stars, 1.8K forks on GitHub
e Latest commit: July 31, 2024 (inactive for more than 1 year)



Projects in China - Tongsuo

* Forked in 2019, Ant Group
* Forkedat1.1.1
* Then moved to 3.0.2

* Tongsuo means ‘Copper Lock’

 Now the project belongs to
OpenAtom Open-Source Foundation




Projects in China - Tongsuo

* Tech Highlights
* Certificated for China regulation compliance
e Software Cryptographic Module — Security Level 1
 Combined SM ciphers with TLS (RFC 8998)
* Co-exist with other OpenSSL versions in one process
* TLCP (A protocol that compiles to China cryptography regulation)
* Rarely used algorithms are removed
* Privacy computing capabilities
e ZKP: Bulletproofs
* Partial Homomorphic Encryption: Paillier, EC-EIGamal



Projects in China - Tongsuo

* Covered many scenarios in different industries
* Alipay
* Alibaba Cloud Computing

ByteDance

* Lenovo

* Hygon



Projects in China - RustyVault

e Started in 2023, by Ant Group
* A pure Rust written key and secrets management system

* An alternative of Hashicorp Vault

& & r/rust < 2 yr. ago vee

paulyang0903
RustyVault: A Hashicorp Vault Replacement in Rust
Hi Rustaceans,

We have started a pure Rust secret/key management project called RustyVault (w/Apache 2.0 license) to replace the
original Hashicorp Vault. Have a look at: https://github.com/Tongsuo-Project/RustyVault

5 months ago (in July 2023), when we started RustyVault, it is aimed at providing a better secret/key management
system than the original Hashicorp Vault on security, performance and functionality. And of course, for the security
considerations, Rust is our first choice because of its memory safe capability (And we always consider Rust is the most
suitable language to write cryptography related software). One month later, in August 2023, Hashicorp changed its
open source license and this also affected their Vault. In order to make it possible for the users to have a replacement
candidate to an OSl-approved license open source software, we decided to make RustyVault fully compatible with
Hashicorp Vault either in APl or data format, thus the user can switch to RustyVault seamlessly without interrupting

their business.



Projects in China - RustyVault

* Tech Highlights

e Switchable underlying cryptography library
* OpenSSL
* Tongsuo

* Support for TEE remote attestation
* As an attestation service

e Work mode

e Standalone
e SDK (a Rust crate)



Projects in China - openHiTLS

* Developed from Scratch by Huawei

e Supports many scenarios from embedded to cloud

* Protocols: TLS1.3, TLS1.3-Hybrid-Key-Exchange, TLS-Provider, TLS-Multi-
KeyShare, TLS-Custom-Extension, TLCP, DTLCP, TLS1.2, DTLS1.2 ;

* Algorithms: ML-DSA, ML-KEM, SLH-DSA, AES, SM4, Chacha20, RSA,
RSA-Bind, DSA, ECDSA, ECDH, DH, SM2, DRBG, DRBG-GM, HKDF,
SCRYPT, PBKDF2, SHA2, SHA3, MDS5, SM3, HMACetc. ;

* Highly modular features, support trimming features as required.
e Algorithm performance optimization based on ARMv8 and x86_64 CPU.



What is the future

* Trends in China
* PQC
* Confidential Computing
e Other Privacy Computing like FHE, DPE, SMPC
e Hardware Support
* Rust Language



What is the future

* PQC
* Call for proposals of NGCC

* Institute of Commercial Cryptography
Standards

* Next-Generation Commercial
Cryptographic Algorithms Program

* NGCC-PK
* NGCC-CH
* NGCC-BC

e Take Quantum-Resistant into
consideration

* Transition
* Hard to transit, cost and complexity

e Software-based solutions will
dominate the market

* Hybrid status will last for a long time

"c_s b Next-generation Commercial
bt Cryptographic Algorithms Program
W % S b dE OF 55 B (NGCCO)

Home > Notice

Announcement on Launching the Next-generation Commercial
Cryptographic Algorithms Program (NGCC)

2025-02-05
Font size: Big Middle Small

In response to the threat of quantum computing and to promote the standardization of the next-generation
commercial cryptographic algorithms, the Institute of Commercial Cryptography Standards (ICCS) is launching a
global program to call for proposals for next-generation public-key cryptographic algorithms (NGCC-PK),
cryptographic hash algorithms (NGCC-CH) and block cipher algorithms (NGCC-BC), according to the arrangement of
Chinese Cryptography Standardization Technical Committee. The candidate algorithms will be evaluated in terms of
security, performance and other features, and the finalists will be considered for standardization. ICCS looks forward
to global algorithm submissions and comments, and encourages international cooperations in algorithm design.

Further notifications of the program will be released on www.nices.org.cn



What is the future

* Confidential Computing
* Protect ‘data in use’
* Becoming popular due to LLM usage

* Production environment deployment at large scale
* Nubia —a Chinese smart phone vendor
* Lenovo

* Other Privacy Computing
* DPE, Distance-Preserving Encryption
« SMPC
* Full Homomorphic Encryption (with hardware acceleration)
e PSI



What is the future

* Chinese CPU and other hardware support
* Hygon
* RISC-V
* Loongson (LoongArch)
* Phytium

* Built-in cryptography instruction set
* No need to depend on HSMs

Chinese chipmaker readies 128-core, 512-
thread CPU with AVX-512 and 16-channel
DDR5-5600 support

m By Zhiye Liu published May 9, 2025
00O QO O = commen ts (9)

When you purchase through links on our site, we may earn an affiliate commission. Here's how it

(Image credit: Hygon)



What is the future

* Avoid unnecessary work

e 750~ PRs related to NULL
check

* Lots of review comments are

addressing NULL check
missing

* Rust can help!
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Filters v Q is:pr "null check"
Clear current search query, filters, and sorts
O 3% 180pen + 728 Closed Author ~ Label ~ Projects v
) 19 CMP sender and senderkID : fix implementation, option checking, documentation, and code comments X

approval: review pending  branch: master  branch: 3.5  branch: 3.6 tests: present  triaged: bug
#28483 opened 2 weeks ago by DDvO « Review required

i Convert ossltest engine to a provider v — severity: fips change | tests: present ' triaged: feature

#28461 by nhorman was closed 4 days ago + Approved O 1 task done

providers: implementations: keymgmt: fix potential NULL deref in ml_dsa_key_fromdata v (severity: fips change
#28364 opened 3 weeks ago by AntonMoryakov * Review required

Update EVP_DigestFinal_ex() function in digest.c X (held:clarequired’ severity: fips change
#28363 opened 3 weeks ago by MaxG175 « Review required

Add missing null check X ' approval: review pending  branch: master ~ branch:3.2  branch: 3.3 branch: 3.4 branch: 3.5
tests: exempted  triaged: bug
#28352 opened last month by icy17 « Changes requested

I Add missing null check fuzz X

#28351 by icy17 was closed 3 weeks ago * Review required O 1 task done

RSA: Update RSA keygen. ~/  approval: review pending  branch: master | hold: needs tests ' | severity: fips change
#28349 opened last month by slontis « Review required E‘, 2 tasks

Implementing store support for EVPisKEV +/  approval: review pending  branch: master | hold: committer discussion

severity: ABI change tests: present  triaged: feature
#28278 opened on Aug 15 by beldmit + Changes requested O 2 tasks done

Fix potential null pointer dereference in pkey_dh_derive X — branch: master  branch: 3.0
branch:3.2  branch:3.3  branch:3.4  branch: 3.5 ( severity: fips change = ( tests: exempted | triaged: bug

© Labels 62

Milestones +

P Milestones 8

Reviews

New pull request

Assignee ~ Sort v

o7

(95

® o



What is the future
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* Move to Rust

[ J
Me mory Safe Rust Foundation Launches Rust Innovation Lab with Rustls
e Fast as Inaugural Project

September 3, 2025/ Rust Foundation Team

L] L]
* New secu rity open source projects
L] e / e
like to use Rust £ o) o) =
T ‘. 4
Py : . : SEATTLE, WASHINGTON - RustConf 2025 - September 3, 2025 - The Rust Foundation, the independent nonprofit organization dedicated to stewarding and
O n I e n t I a O n ta I n e rS supporting the Rust programming language and its global community, today announced the launch of the Rust Innovation Lab. This new program offers

relevant and well-funded open source projects the opportunity to receive fiscal sponsorship from the Rust Foundation, including governance, legal,
networking, marketing, and administrative support.

[ ] R u St Va u I t The creation of the Rust Innovation Lab comes at a pivotal moment: Rust adoption has accelerated across both industry and open source, and many projects
y written in Rust have matured into critical pieces of global software infrastructure. As Rust becomes more deeply embedded in everything from cloud platforms
to embedded systems, there is a growing need for neutral, community-led governance and reliable institutional backing to ensure these projects remain
secure, sustainable, and vendor-independent.

L]
L R I n g/ R u St I S The inaugural hosted project under the Rust Innovation Lab is Rustls: a memory-safe, high-performance, and flexible TLS library. As demand grows for secure,

memory-safe TLS in safety-critical environments, Rustls demonstrates Rust’s ability to deliver both security and performance in one of the most sensitive areas
of modern software infrastructure.

[} Joseph Birr-Pixton, Founder of Rustls, said the following about Rustls’ decision to pursue hosting under the Rust Foundation’s Rust Innovation Lab:

LN N} . L. . . "
“We are excited by the opportunities to sustain and support the long-term development and maintenance of Rustls as a part of the Rust Innovation Lab. We

look forward to working with the Rust Foundation toward these goals.”

The Rust Foundation welcomes funded open-source projects curious about the new Rust Innovation Lab to learn more here.

L] L
. I t u St FO u n d at I O n fu n d S I t u St I S p rOJ e Ct In the past, Rustls has been supported by the Internet Security Research Group's Prossimo project and the Sovereign Tech Agency. The Rust Foundation

commends both organizations for supporting important open source projects like this one.



Thanks!

Paul Yang

OpenSSL Corporation TAC Member
OpenSSL Committer



