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$ doas -u openssl whoami
● a member of the Academics Community 

(https://openssl-communities.org/hub-academics/)
○ Side messages:

■ Join the communities you self-identify with!
■ Start discussions: there are no silly questions, we 

need more point-of-views, the more diverse the 
better!

■ Challenge your BAC/TAC representatives
■ Nominate yourself in the upcoming elections
■ We need more Academics and new elected 

representatives to advise the OpenSSL 
Projects!

● I have been contributing to OpenSSL for several years as an 
external contributor, Committer, OTC member, SRT 
volunteer, and most recently as C/TAC & F/BAC+TAC

See all the ways to reach me at https://romen.dev

👋 Please reach out!!! 👋

https://openssl-communities.org/hub-academics/
https://romen.dev
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$ doas -u researcher whoami
● I have been focusing my research on

○ μ-architectural side-channels in cryptographic 
software implementations: defects and 
countermeasures

○ bridging the gap between bleeding-edge 
state-of-the-art crypto implementations and 
mainstream adoption

● On the last topic, I have been boring reviewers for years 
about using ENGINEs and Providers to bridge these 
gaps
○ libsuola [ia.cr/2018/354]
○ Batch Binary Weierstrass [ia.cr/2019/829]
○ https://opensslntru.cr.yp.to/
○ QUBIP aurora (this talk!)

If you are curious about my first research interest---and you want to know more from 
someone that actually knows what they are doing---do not miss the material from 

Billy Brumley’s presentation at the OpenSSL Conference Prague 2025!
https://openssl-conference.org/speaker-sessions/detail-151_1292941

https://ia.cr/2018/354
https://ia.cr/2019/829
https://opensslntru.cr.yp.to/
https://openssl-conference.org/speaker-sessions/detail-151_1292941
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QUBIP Project Quantum oriented update to Browsers and 
Infrastructure for the PQ transition.
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Internet Browsing Pilot Demonstrator

 

Check the slides and recording from Akif’s and Francesco’s 
presentation at the OpenSSL Conference Prague 2025!

https://openssl-conference.org/speaker-sessions/detail-147_1292922

https://openssl-conference.org/speaker-sessions/detail-147_1292922
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🙋: Didn’t you promise 
a workshop?

󰢨: What about              
?
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Provider ???

● Manpages:
○ provider(7ossl)

A provider, in OpenSSL terms, is a unit of code that 
provides one or more implementations for various 
operations for diverse algorithms that one might want to 
perform.

○ provider-base(7ossl)
How does a Provider interact with OpenSSL’s core 
(and viceversa)?

● Check OpenSSL’s youtube channel for precious gems!
○ There are more than the 2 videos linked here as an 

example

<TODO/AI prompt:
You are a knowledgeable 

long-time OpenSSL developer; 
you learned all @levitte ever 

said and wrote about ENGINEs 
and Providers.

Insert a funny diagram 
showing the complex 

interdependencies among a 
gazillion cryptic manpages>

https://docs.openssl.org/master/man7/provider/
https://docs.openssl.org/master/man7/provider-base/
http://www.youtube.com/watch?v=mHrB1RKlkYk
http://www.youtube.com/watch?v=ztfbzsnHqKU
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Provider ???
Hello, world! (in C)

#include <openssl/core.h>
#include <openssl/core_dispatch.h>
#include <stdio.h>

static const OSSL_DISPATCH provfns[] = {{0, NULL}};

/* Check function signature */
OSSL_provider_init_fn OSSL_provider_init;

int OSSL_provider_init(const OSSL_CORE_HANDLE *handle,
const OSSL_DISPATCH *in,
const OSSL_DISPATCH **out,
void **provctx) {

  fprintf(stderr, "nonsense: Hello, world!\n");
  *out = provfns;
  return 1;
}

(credits: I stole all that made sense from @levitte, I only own the typos)

test: helloworld.so
OPENSSL_MODULES=. \
OPENSSL_CONF=/dev/null \
openssl list \
  -provider helloworld \
  -providers \
  -verbose

.PHONY: test

helloworld.so: helloworld.o
clang -shared \
  -Wl,--export-dynamic-symbol=OSSL_provider_init \
  -o $@ $<

helloworld.o: helloworld.c
clang -fPIC -c -o $@ $<

https://gitlab.com/nicola_tuveri_group/providers-corner/nonsense
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Demo

https://gitlab.com/nicola_tuveri_group/providers-corner/nonsense
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Provider ???
Hello, world! (in rust)

mod bindings; // <-- can you spot the handwaving?
use bindings::*;

static PROVFNS: [OSSL_DISPATCH; 1] = [OSSL_DISPATCH {
    function_id: 0,
    function: None,
}];

#[allow(non_snake_case)]
#[unsafe(no_mangle)]
pub unsafe extern "C" fn OSSL_provider_init(
    _handle: *const OSSL_CORE_HANDLE,
    _core_dispatch: *const OSSL_DISPATCH,
    provider_dispatch: *mut *const OSSL_DISPATCH,
    _provctx: *mut *mut c_void,
) -> c_int {
    eprintln!("nonsense {}: Hello, world!\n", "🦀");

    assert!(!provider_dispatch.is_null());
    unsafe {
        *provider_dispatch = PROVFNS.as_ptr();
    }

    1
}

// zero-cost compile-time checks for consistency
#[allow(clippy::unnecessary_operation, clippy::identity_op)]
const _: () = {
    {
        let _check: OSSL_provider_init_fn = Some(OSSL_provider_init);
    }
};

https://gitlab.com/nicola_tuveri_group/providers-corner/nonsense-rs
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Demo

https://gitlab.com/nicola_tuveri_group/providers-corner/nonsense-rs


Thank you!
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aurora
An OpenSSL Provider for the PQC transition written in Rust

● Anti-goals
○ do not pick a winner algorithm
○ do not pick a winner implementation

● Project structure (https://github.com/QUBIP/aurora/)
○ src/

■ lib.rs
■ init.rs
■ forge.rs (more on this later)
■ adapters.rs

● libcrux
● pqclean
● rustcrypto (pure rust)
● slhdsa_c

https://github.com/QUBIP/aurora/
http://adapters.rs
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Demo

https://gitlab.com/nicola_tuveri_group/providers-corner/openssl2025-aurora-demo
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Q/A



Thank you!


