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Iterated Hash Functions
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Two Common Hash Function Interfaces

• Q: Where/when are they used?
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• Appeared in 2008, disclosed in 2015

• BLAKE-256: process message in blocks of 64 bytes

BLAKE Bug
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• Affected 11/12 hash functions

• CVE-2019-8741, NVD:

Apple CoreCrypto Bug (CT-RSA 2020)
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NIST Large Data Test (LDT)

detected bug in GnuPG SHA-3!
(Red Hat Bug 2129150)

7.5 HIGH
and bug in NSS!

(Mozilla Bug 1848183)



• Appeared in 2011 (final-round Keccak submission)

• CVE-2022-37454, NVD:

SHA-3 Bug (CT-RSA 2023)
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KeccakSponge.inc

partialBlock = (unsigned int) (dataByteLen - i);

if (partialBlock + instance->byteIOIndex > rateInBytes) {

    partialBlock = rateInBytes - instance->byteIOIndex;

}
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KeccakSponge.inc

partialBlock = (unsigned int) (dataByteLen - i);

if (dataByteLen - i > rateInBytes - instance->byteIOIndex) {

    partialBlock = rateInBytes - instance->byteIOIndex;

}
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KeccakSponge.inc

if (dataByteLen - i > rateInBytes - instance->byteIOIndex) {

    partialBlock = rateInBytes - instance->byteIOIndex;

} else {

    partialBlock = (unsigned int) (dataByteLen - i);

}
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CodeQL

“Add query for CVE-2022-37454” (https://github.com/github/codeql/pull/12036)

todo = digest_len;

if (done + todo > out_len) {

 todo = out_len - done;

}

OPENSSL_memcpy(out_key + done, previous, todo);

done += todo;
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}

OPENSSL_memcpy(out_key + done, previous, todo);
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OpenSSL HKDF

“Update hkdf.c to avoid potentially vulnerable code pattern” 
(https://github.com/openssl/openssl/pull/20990)

copy_len = (done_len + dig_len > okm_len)

 okm_len – done_len :

  dig_len;

memcpy(okm + done_len, prev, copy_len);

done += copy_len;
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OpenSSL HKDF

“Update hkdf.c to avoid potentially vulnerable code pattern” 
(https://github.com/openssl/openssl/pull/20990)

copy_len = (dig_len > okm_len – done_len)

 okm_len – done_len :

  dig_len;

memcpy(okm + done_len, prev, copy_len);

done += copy_len;
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HMAC

• OpenSSL HMAC API (Benmocha, et al., SAC 2021)
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HMAC

• OpenSSL HMAC API (Benmocha, et al., SAC 2021)
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Two Common HMAC Function Interfaces
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Unintended Feature of HMAC API

HMAC_Init_ex();

HMAC_Update();

HMAC_Final();

26



Unintended Feature of HMAC API

HMAC_Init_ex();

HMAC_Update();

HMAC_Final();

HMAC_Update();

HMAC_Final();

27



Unintended Feature of HMAC API

HMAC_Init_ex();

HMAC_Update();

HMAC_Final();

HMAC_Update();

HMAC_Final();

• Q: Where/when is this used?

28



Unintended Feature of HMAC API

HMAC_Init_ex();

HMAC_Update();

HMAC_Final();

HMAC_Update();

HMAC_Final();

• Q: Where/when is this used?

• OpenSSL: instantly find collisions and multi-collisions under any key!
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Ho, Fromherz, Protzenko (arXiv:2102.01644)
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Fix?

• Reproduce the unintended feature

– Since OpenSSL 3.2.0: not reproducible!
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Fix?
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Fix?

• Reproduce the unintended feature

– Since OpenSSL 3.2.0: not reproducible!

• Some APIs explicitly support Update() after Final()

– But then Final() copies state, which may fail…
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Document New API Behavior!
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Conclusion

• OpenSSL HKDF
– One line of code, not a bug
– Avoid vulnerable code pattern

• OpenSSL HMAC
– No new code, new test vector

– Open issue closed after five years
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Conclusion
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– One line of code, not a bug
– Avoid vulnerable code pattern

• OpenSSL HMAC
– No new code, new test vector

– Open issue closed after five years

Questions?
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Backup Slides



SHA-3: Sponge Function
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SHA-3: Second Preimage
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SHA-3: Preimage of Any Hash Value
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SHA-3: Exploit
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SHA-3 Competition Bugs
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• Ed448: requires SHAKE256 (block size: 136 bytes)

• Attack verification!

EdDSA (FIPS 186-5)
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• Appeared in 2008

• First disclosed at ACISP 2023!

Grøstl Bug (ACISP 2023)
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