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STEP 1: COLLECT UNDERPANTS

What is our approach??
CR&,CS’s way

« We focus on new attacks on various types of targets

Design technique to probe a cryptographic target

Implement an open-source tool for testing

Perform test on a wide range of targets, e.g., smartcards

Spot biases and develop an academically publishable exploitation method

W=

 |deal outcome: method can be published, real-world impact can be
demonstrated, an open analysis tool available for others, and future

* Following the above, we have gained insight into many implementations,
including OpenSSL, and developed multiple tools (https://github.com/crocs-muni).
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CR&CS

Impact (of the possibility) of public key classification

« Information leakage
: SL

« Statistics: current library usage trends

Audit: identify origin libs in the target organization

Forensics: source lib/device of weak keys

* Quick search for other keys from the vulnerable
library
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Insights into ECC Implementations @ pyecsca

 The ECC implementations’ ecosystem is a wild jungle of different

6

Implementation choices: curve models, coordinate systems, addition
formulas, etc. Totals to: 139 489 imp choices.

OpenSSL provides a variety of implementations of: ECDH, ECDSA,
x25519, Ed25519. For details, see:

— https://pyecsca.org/libraries/openssl.html

OpenSSL has great value because it is open-source and auditable
— Contrary to the MOST certified products
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Jungle of Implementations - Example

jacobian BearSSL, OpenSSL, e——
BoringSSL, OpenSSL e— add-1998-cmo-2

BouncyCastle e

BearSSL e
BouncyCastle e— dbl-1998-cmo-2
LibreSSL, OpenSSL(3) e—

BoringSSL, OpenSSL. ¢— dbl-2001-b
libgerypt, LibreSSL, OpenSSL(3) e—— add-1998-hnm
libsecp256kl e dbl-1986-cc

X SunEC, NSS, BouncyCastle, BearSSL. e—

Bot mladd-1987-m
otan &——mmm—

NSS &—— dbl-1987-m-3

extended SunEC &— add-2008-hwcd-3
SunEC e—— dbl-2008-hwcd
projective SunEC e&—— madd-2015-rcb-3

SunEC &—— dbl-2015-rcb-3

modified BouncyCastle e add-1998-cmo-2
BouncyCastle e mdb1-2009-bl
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Inside into ECC timings
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Tools for Side-Channel Analysis

We develop many tools when executing research:

* pyecsca: https://pyecsca.org/ @ pyecsca

« ECTester: https://github.com/crocs-muni/ECTester Eqm
« JCProfilerNext: https://qgithub.com/lzacoral/JCProfilerNext

If you also want to use pyecsca for analysis of
physical side-channel traces:

* Check the tutorial “Side-channel-based Reverse-Engineering
of ECC implementations” from Ches 2024

« Setup: Docker, Binder, etc.,

https://github.com/J08nY/pyecsca-tutorial-ches2024
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Conclusions Questions 2

Automated, large-scale testing of cryptographic implementations

Many insights resulting in the discovery of various RSA/ECC issues in
a range of applications

* Importance of open-source auditable implementations
* Open tools are crucial for independent research
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