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Users, apps, and data are everywhere

Multi-cloud

Web @ f
e &5
Branch 3 "EE
- ]
o e
Remote

Data center

2025 © Netskope. All rights reserved.

Private
cloud

loT

Branches
of one

of traffic is SaaS and
cloud delivering 50% of threats

SaaS apps for average
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of traffic is encrypted where
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Explosion of Generative Al

ChatGPT Sprints to
One Million Users

Time it took for selected online services
to reach one million users

Launched

Netrix <o |

Kickstarter®

Airbnb™

Twiter -coc |
Foursquare™ 2009 [N 13 months
Facebook 2004 [ 10 months

Dropbox 200z [JF 7 months

Spotify 200z [ 5 months
Instagram™* 2010 . 2.5 months

ChatGPT 2022 |5 days

3.5 years
2.5 years
2.5 years

2 years
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* one million backers ** one million nights booked *** one million downloads
Source: Company announcements via Business Insider/Linkedin
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THE GENERATIVE Al
STARTUP LANDSCAPE
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Data iS at RISk in AI App Amazon Warns Employees to Beware of ChatGPT

At the same time, OpenAl's Chat GPT gave correct answers to interview questions for a software coding position.

SecurityIntelligence

ARTIFICIAL INTELLIGENCE / TECH / APPLE

ChatGPT Confirms Data Breach,
Raising Security Concerns

OpenAl ChatGPT
The official app by Open
OpenAl x

»e - Offers In-App Purchases
[

Samsung bans ChatGPT, AI chatbots after data leak
blunder

Incognito mode is not an option.

By Cecily Mauran on May 2, 2023 f L4 [r]

Artificial Intelligence | May 2, 2023

By Sue Poremba | 4 min read

®

Welcome to ChatGPT

Log in with your OpenAl account to continue

[togm | | sonun
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Samsung joins other companies that have banned or restricted ChatGPT because of data breach risks. Credit: Getty Images

Apple restricts employees from using
ChatGPT over fear of data leaks

/ Apple is the latest company to
ban employees from using
generative Al tools like ChatGPT.
OpenAl's chatbot stores users’
conversations to train the
company’s Al systems.

senior reporter who has covered Al, robotics, and more for
erge.
M PDT | [0 8 Comments / 8 New

JPMorgan Chase, Verizon,
Citigroup, and Goldman Sachs

Block Access to ChatGPT

By IBL News - February 27, 2023
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SaasS GenAl Adoption Continues To Skyrocket

Widespread Al Adoption Rise of Shadow Al Sensitive Data Risk

[l Source Code (48%)
Regulated Data (23%)

[ Intellectual Property (17%)

Password & Keys (13%)

Source: Netskope Threat Labs, Cloud and Threat Report: Shadow Al and Agentic Al 2025 Source: Netskope Threat Labs Cloud and Threat Report:
Generative Al, 2025
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Legacy Infrastructure Can’'t Address the Modern Digital Landscape

Ol > D 0 e a @

Web Datacenter Unmanaged SaaS Managed SaaS Private Cloud Public Cloud Al Models/Factories Ecosystem Apps

Siloed and cumbersome
. ] security and networking
Security Services services create operational
complexity and security risks
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/ s le - infrastructure often suffers
<___ :] L DLP 2TNA significant performance
degradation when advanced

Network Services
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Redefined Security and Networking

DATA UNMANAGED PRIVATE MANAGED PUBLIC Al MODELS/ ECOSYSTEM
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The Language of the Internet Has Fundamentally Change

‘Welcome to Amazon.com
Books!

Static, monolithic

webpages
Firewall
Language
Visibility
Control

o netskope

Q HH

Some dynamic
content

Early 2000s to 2010s

Next Generation Firewall
Secure Web Gateway

HTML with form-data and SOAP (XML)

Limited application, user, device

Block/Allow apps, websites w/ rudimentary control

\,A — - gj ,. L ..—I;‘}de;:

Data-Rich, Interactive, Dynamic
Applications / Websites

Al and Cloud Era

Modern Security, Networking,
Analytics Platform
(Netskope One)

REST API, MCP, A2A, GraphQL (JSON)

Application, identity, location, device, behavior,
data risk, content, activity

Granular, contextual, risk-based, real-time
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Adaptive Security Architecture :: User

Identity
Trust

Device l Browser l Location l App
Trust Trust Trust Trust

Managed ~ Managed Home Gemini
Device Browser Office
Zero
. Trust Polic
Granular Policy Controls: Engine y

. Allow
. Block
. Coach / Redirect User
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. Reauthenticate User
. Justify Action
. Isolate Browser Session

Instance l Activity l Behavior l
Trust Trust Trust

Data ,
Trust

Personal
Instance

Risky
Behavior

Company

Upload Confidential

= Block Data Upload
+ Coach User
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Encryption in the SASE platform

Netskope NewEdge
File 1 j

G . _ Gateway [ Proxy I =
" N —
Remote User

MetaData

Branch Office

Data Center
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TLS Broker — Certificate Handling (OpenSSL)

SASE
Cloud

Intermediate
Signing CA

TLS Con 1 SASE TLS Con 2
Proxy




Proxy Intermediate CA signing (KMIP)

Customer Premises SASE Cloud

KMIP Server
KMIP SASE
Proxy

(KMIP SIGN operation)

Customer VPC
(AWS)

gMI SASE
Proxy
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01101101,
0100000,

ost-quantum cryptography (PQC)

0110010

01110011,

01101101,
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Encryption in the Age of Quantum

Symmetric Encryption Asymmetric Encryption
How it works One key encrypts & decrypts Public key encrypts, private key
decrypts
Think of it as A shared safe—same key opens it A locked mailbox—anyone can drop in,

only you can open

Used for Fast data encryption (files, backups, Secure communication (SSL/TLS,
VPNs) email, digital IDs)

Pros Fast, efficient for large data No need to share private key

Cons Key sharing is a risk Slower, breaks with quantum computing
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PQC Readiness Options

NIST (National Institute of
Standards and —
Technology)

NIST PQC Draft
Standards (x4)

!
OpenSSL Foundation

(native implementation
of PQC algorithms)

ML-KEM 768
User [ Proxy
Proxy [ Server
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PQC Negotiation (OpenSSL)

SASE
Cloud

Intermediate
Signing CA

TLS Con 1 SASE TLS Con 2
Proxy

ML-KEM 768 ML-KEM 768




Emerging Risks

- SaaS/laaS/PaaS
- Gen Al and LLM Apps

+ Quantum Computing

=
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Key Takeaways

Enabling Tech

« SSL/TLS - OpenSSL

« Key Mgmt - KMIP
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Thank You

@ linkedin.com/in/krishna-narayanaswamy
8 krishna@netskope.com




