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Why This Presentation?
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Lot of talk of SNDL And of Grover’s 
Algorithm

And of Shor’s 
Algorithm And of the Q-Day

Maybe we should also talk a bit more of the identification infrastructure and PQC
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Assets Guarded by SSCDs
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prEN 14169-2:2012
Protection profiles for secure signature creation device — Part 2: Device with key generation
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Assuming Conventional Crypto
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prEN 14169-2:2012
Protection profiles for secure signature creation device — Part 2: Device with key generationQES is only legitimate 

when computed for the 
exact DTBS the signatory 

intended to sign

Adversary with a QC 
capable of cryptoanalysis 
can forge signatures, i.e. 
violate the unforgeability 

of the link between a QES 
and the DTBS

Increasing SCD/SVD size 
will not help

Harder-to-guess 
authentication data shall 

not help
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It’s About Non-Repudiation
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prEN 14169-2:2012
Protection profiles for secure signature creation device — Part 2: Device with key generation
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Failure to fulfill P.Sig_Non-Repud
=> failure of the SSCD to fulfill any security objectives
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🪦 Plausible deniability of a digital 
signature shall trigger failure of 
practically every security 
objective of a SSCD 

🪦 A single forged signature or a 
credible possibility of it shall 
invalidate the entire digital 
signature infrastructure
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Wait! There is more
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DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 December 1999 on a 
Community framework for electronic signatures (OJ L 013, 19.1.2000, p.12)
Amended by: REGULATION (EC) No 1137/2008 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 22 
October 2008
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Identification Infrastructure is at the Core of Everything
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eID Cards 
and eIDAS ePassports EUDI Wallets

eSIM and 
eUICC

Payment 
Products

Boot Time 
SW, FW 
Checks

SW, FW 
Upgrades

Secure 
Admin of 
Devices

Network 
Security 

Protocols
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Common Characteristics of Identification Devices
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Based on Dedicated, High Assurance IC Chips

Embedded Devices with Complex Life-Cycle Models

Difficult to Upgrade, Patch Once Issued

Require Considerable Back End Support for Operation

Require Complex Personalization and Issuance Processes and Infrastructure

Long Lead Times in the Development, Production

Long Lead Times in Formal Evaluations, Certifications

2030/2035 is Approaching Fast

At Least Five, Preferably Ten Years of Validity – Longer for OT Components
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Why 2030 and 2035?
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2030/2035 is Approaching Fast

Source: A Coordinated Implementation Roadmap for the Transition to Post-Quantum Cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
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Example: eUICC Chip (Consumer Device)

11

Source: SPECIFICATIONS FOR EUICC CERTIFICATION UNDER THE EUCC SCHEME, Version 1.0 for public consultation
https://certification.enisa.europa.eu/document/download/23686749-bb1a-46d1-bd7d-bee64f3e69ea_en?filename=EU5G-eUICC%20consultation-240626_0.pdf



DNV ©

Technology vs. Application Security Requirements
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Source: SPECIFICATIONS FOR EUICC CERTIFICATION UNDER THE EUCC SCHEME, Version 1.0 for public consultation
https://certification.enisa.europa.eu/document/download/23686749-bb1a-46d1-bd7d-bee64f3e69ea_en?filename=EU5G-eUICC%20consultation-240626_0.pdf

Protection Profiles 
for Technologies 
(e.g. Smart Card IC)

Protection Profiles 
for Applications 
(e.g. SSCD)
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Example: EUDI Wallet Reference Architecture
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Source: European Digital Identity Wallet Architecture and Reference Framework
https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.4.0/arf/
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Example: EUDI Wallet Trust Infrastructure 
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Source: European Digital Identity Wallet Architecture and Reference Framework
https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.4.0/arf/
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Example: ICAO Public Key Directory
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Source: https://www.icao.int/sites/default/files/2025-06/APrimeronthePublicKeyDirectory.pdf

105

participants at the 
end of July, 2025
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Cyber Security of the Critical Sectors

16 Source: https://enisa.europa.eu/topics/cybersecurity-of-critical-sectors

NIS2 is for the trustworthiness 
of Entities. CRA is for the 

trustworthiness of Products
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What Does NIS2 Have to Do with PQC?

17 Source: https://enisa.europa.eu/topics/cybersecurity-of-critical-sectors

ü Infrastructure required for production of identification infrastructure 
components, operation of the personalization and issuance 
infrastructure falls into NIS2, CRA, vertical regulation

ü It must all be upgraded to support PQC algorithms, protocols, key 
and certificate sizes

ü Complete high assurance infrastructure required for ensuring that 
the policy for the non-repudiation of signatures is fulfilled
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Cyber Resiliency Act
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EU Declaration of 
Conformity

Applies to all products with digital 
elements whose intended and 
reasonably foreseeable use 

includes direct or indirect logical or 
physical data connection to a 

device or network

Products With 
Digital 

Elements

Important 
Products with 

Digital 
Elements

Class I Class II

Critical 
Products with 

Digital 
Elements

Formal audit by an 
authorized Notified 

Body

EUCC 
Scheme

SPDL, Surveillance, Continuous Conformance, Mandatory Reporting, Communication

Exclusions: High Risk AI, Machinery, Automotive, 
Electronic Health Record Products, Aerospace & Avionics
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Good News, Everyone!
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The IC Industry is Really Good at Designing, Manufacturing High Assurance ICs, SW

The ITSEFs Are Really Good at Evaluating  High Assurance ICs, SW, Life-Cycle Models

There Is No Need to Reinvent the Wheel. Same Components Are Utilized in Different 
Applications. Certification Schemes Are Designed for Assurance Maintenance, Reuse

With EUCC, There Will Be Additional High Assurance Certification Capacity

The Regulators are Wide Awake

The Industry Is Good at Adapting to Change, Responding to Emerging Security Demands
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Some Conclusions
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Identification is Largely a Question of Non-Repudiation

Digital Signatures Are (Well, Should Be) Computed with Secure ICs

Security of the Signatures Requires Action From Many Parties, Not Only IC 
Vendors

Transitioning to PQC Requires Coordinated Effort To Ensure That the Entire 
Infrastructure Transitions Completely

The EU, many non-EU Nations are Active and Driving the Change
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www.dnv.com/cyber
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Thank You

Jussi.Leiwo@dnv.com
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