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Why This Presentation?

And of Shor’s

Lot of talk of SNDL AE OF EFOTETS And of the Q-Day

Algorithm Algorithm

Maybe we should also talk a bit more of the identification infrastructure and PQC
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Assets Guarded by SSCDs

L/
(¢

3 DNV ©

®
)

prEN 14169-2:2012
Protection profiles for secure signature creation device — Part 2: Device with key generation

6.1 Assets,users and threat agents

The Common Criteria define assets as entities that the owner of the TOE presumably places value upon. The
term “asset” is used to describe the threats in the operational environment of the TOE.

Assets and objects:

1. SCD: private key used to perform an electronic signature operation. The confidentiality, integrity and
signatory’s sole control over the use of the SCD must be maintained.

2. SVD: public key linked to the SCD and used to perform electronic signature verification. The integrity
of the SVD when it is exported must be maintained.

3. DTBS and DTBS/R: set of data, or its representation, which the signatory intends to sign. Their
integrity and the unforgeability of the link to the signatory provided by the electronic signature must be

maintained.
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Assuming Conventional Crypto

Adversary with a QC
QES is only legitimate gl capable of cryptoanalysis
when computed for the can forge signatures, i.e.

exact DTBS the signatory M violate the unforgeability

intended to sign &l of the link between a QES
and the DTBS
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It's About Non-Repudiation
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Protection profiles for secure signature creation device — Part 2: Device with key generation

6.3 Organisational security policies

6.3.1 P.CSP_QCert Qualified certificate

The CSP uses a trustworthy CGA to generate a qualified certificate or non-qualified certificate (cf. the
directive, article 2, clause 9, and Annex |) for the SVD generated by the SSCD. The certificates contain at
least the name of the signatory and the SVD matching the SCD implemented in the TOE under sole control of
the signatory. The CSP ensures that the use of the TOE as SSCD is evident with signatures through the
certificate or other publicly available information.

6.3.2 P.QSign Qualified electronic signatures

The signatory uses a signature creation system to sign data with an advanced electronic signature (cf. the
directive, article 1, clause 2), which is a qualified electronic signature if it is based on a valid qualified
certificate (according to the directive Annex I)°. The DTBS are presented to the signatory and sent by the
SCA as DTBS/R to the SSCD. The SSCD creates the electronic signature created with a SCD implemented in
the SSCD that the signatory maintain under their sole control and is linked to the DTBS/R in such a manner
that any subsequent change of the data is detectable.

6.3.3 P.Sigy_SSCD TOE as secure signature creation device

The TOE meets the requirements for an SSCD laid down in Annex Il of the directive [1]. This implies the
SCD is used for digital signature creation under sole control of the signatory and the SCD can practically
occur only once.

6.3.4 P.Sig_Non-Repud Non-repudiation of signatures

The lifecycle of the SSCD, the SCD and the SVD shall be implemented in a way that the signatory is not able
to deny having signed data if the signature is successfully verified with the SVD contained in their unrevoked
certificate.
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Failure to fulfill P.Sig_Non-Repud

=> failure of the SSCD to fulfill any security objectives
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Table 1 Mapping of security problem definition to security objectives
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A Plausible deniability of a digital
signature shall trigger failure of
practically every security
objective of a SSCD

B A single forged signature or a
credible possibility of it shall
invalidate the entire digital
signature infrastructure
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Wait! There is more

DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 December 1999 on a
Community framework for electronic signatures (OJ L 013, 19.1.2000, p.12)

Amended by: REGULATION (EC) No 1137/2008 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 22
October 2008

Article 5

Legal effects of electronic signatures

1. Member States shall ensure that advanced electronic signatures which are based on a qualified certificate and which are created by a
secure-signature-creation device:

(a) satisfy the legal requirements of a signature in relation to data in electronic form in the same manner as a handwritten signature
satisfies those requirements in relation to paper-based data; and

(b) are admissible as evidence in legal proceedings.

2. ember States shall ensure that an electronic signature is not denied legal effectiveness and admissibility as evidence in legal
proceedings solely on the grounds that it is:

— in electronic form, or
— not based upon a qualified certificate, or
— not based upon a qualified certificate issued by an accredited certification-service-provider, or

— not created by a secure signature-creation device.
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|dentification Infrastructure is at the Core of Everything

elD Cards

and elDAS ePassports EUDI Wallets

Boot Time
eSIM and Payment SW. FW

eUICC Products Checks

Secure Network
SW, FW Admin of Security
Devices Protocols

Upgrades
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Common Characteristics of Identification Devices

Based on Dedicated, High Assurance IC Chips

Embedded Devices with Complex Life-Cycle Models

Difficult to Upgrade, Patch Once Issued

Require Considerable Back End Support for Operation

Require Complex Personalization and Issuance Processes and Infrastructure

Long Lead Times in the Development, Production

Long Lead Times in Formal Evaluations, Certifications

At Least Five, Preferably Ten Years of Validity — Longer for OT Components

2030/2035 is Approaching Fast
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Why 2030 and 20357

Source: A Coordinated Implementation Roadmap for the Transition to Post-Quantum Cryptography
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https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography

1

3.

© Timeline for the transition to PQC

. By 31.12.2026:

* At least the First Steps have been implemented by all Member States.

* Initial national PQC transition roadmaps have been established by all Member

States.

+ PQC transition planning and pilots for high- and medium-risk use cases have been

initiated.

By 31.12.2030:

* The Next Steps have been implemented by all Member States.

* The PQC transition for high-risk use cases has been completed.

* PQC transition planning and pilots for medium-risk use cases have been com-
pleted.

* Quantum-safe software and firmware upgrades are enabled by default.
By 31.12.2035:
* The PQC transition for medium-risk use cases has been completed.

» The PQC transition for low-risk use cases has been completed as much as feasible.

J

2030/2035 is Approaching Fast
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Example: eUICC Chip (Consumer Device)

Enabled Disabled
profile profile
3 | MNO-SD | || MNO-sD
5
c
o
-
8 7 | samsD eUICC Domain (SGP25)
-
o
< ASPSD1 | [aspson ecasp |
ISD-P ISD-P
e.g., EID Wallet
Applet B
I eUICC plugin library
-3
é BSI-CC-PP- 0104 BSI-CC-PP-0099 or GPC_SP5_1i7:f SGP.25
. Java card platform

S Abstraction layer (e.g. CSP) eUICC APIs
é & GlobalPlatform Framework
o
g. { BSI-CC-PP-0084-2014 or BSI-CC-PP-0117-2022 Hardware

Source: SPECIFICATIONS FOR EUICC CERTIFICATION UNDER THE EUCC SCHEME, Version 1.0 for public consultation
https://certification.enisa.europa.eu/document/download/23686749-bb1a-46d1-bd7d-bee64f3e69ea_en?filename=EU5G-eUICC%20consultation-240626_0.pdf
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Technology vs. Application Security Requirements

Enabled Disabled
profile profile
g' | mNosD | | MNO-sD
s
é - SAMSD, L o eUICC Dornain {SGP.25)
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= |l I__
« ASPSD 1 ASPSDN
Protection Profiles 1|5 sowaiiee ISD-P ISD-P
for Applications | |
(e.g. SSCD) | eUICC plugin library |
|
3
i BSI-CC-PP- 0104 BSI-CC-PP-0099 or GPC_SPE_174 {ep.2s
PI’OteCtlon PI’O.flleS é Abstraction layer (e.g. CSP) & GI::Ian:;:rp:g::em rk l eUICC APIs
for Technologies = I
(e.g. Smart Card IC) | _
§ { BSI-CC-PP-0084-2014 or BSI-CC-PP-0117-2022 T :
E 1

Source: SPECIFICATIONS FOR EUICC CERTIFICATION UNDER THE EUCC SCHEME, Version 1.0 for public consultation
https://certification.enisa.europa.eu/document/download/23686749-bb1a-46d1-bd7d-bee64f3e69ea_en?filename=EU5G-eUICC%20consultation-240626_0.pdf
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Example: EUDI Wallet Reference Architecture
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(WP)
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|
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1
API for crypto functions, crypto assets
and trust anchors

(scl)
|
13
Wallet Secure
Cryptographic Application
(WSCA)
T
Trusted |
’ JCARlet | e app | CAPRlet ; CS) ‘
I
WSICtA :f WSCD Wallet Secure
" e: *® " Cryptographic Device
i (wscp)
Romte | |
IM/eSE
WM artcara) | (oSM/eSE!

wp)
1
1
User Device !
(up) !
Authentic
Sources (AS)
User UX, User Control
S
1 Interface wy
'
Verification + User
(ASl)
v 1w
i |
+ Web B Access online services
‘eb Browser '
(@EAA Attestation !
Attestation issuance © s & or “TTTTT
Providers (AP) w “aWE | Mobile A
OpeniD4vel Wallet Instance PP
wn W)
PID
PID Providers issuance
—
(PP) (PPI)
OpeniD4vCl
Identification,
authentication, Relying Party
Remote QES QES «——  (Q)EAA presentation Inatance
Provider (QP) g
(RSI) OpeniD4VP - ISO/IEC 18013-5 (RP)

Common interfaces that
shall be standardized

in accordance with elDAS
(Article 5a)

—_—

These interfaces are to be
harmonised,

and as such, the functions
and requirements

will be defined in the ARF.

EU Digital Identity Wallet
high level architecture
draft v0.2.7

Source: European Digital Identity Wallet Architecture and Reference Framework
https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.4.0/arf/
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Example: EUDI Wallet Trust Infrastructure

EUDI Wallet Provider

AuthN /
. AuthZ (optional)

« PID Provider le—AuthN & EUDI Wallet Instance | ¢————————> | Relying Party Instance —

. ion Provider Authz

(QEAA/EAA/PUB-EAA)

Register the
PID/Attestation Providers = o 5 .
and their trust anchor(s) ; T Register the Relying Parties
AuthN

Register the * PID Providers Registrar (MS) i

Wallet Providers  Attestation Providers Registrar (MS)
and their trust anchor(s)

Get the PID/Attestation Provider
and Wallet Provider Trusted Lists

Get the Wallet Provider

Wallet Providers Registrar Trusted List
(MS) Relying Party Registrar

MS
b Publish URLSs for Trusted Lists of Get the RP CA and (Ms)

PID Providers and Attestation Providers, PID/Attestation Provider CA —

Trusted Lists

as well as for related CAs

Publish URL for

Wallet Providers Trusted List Publish URL for

Relying Party CA Trusted List

Common trust infrastructure
(Metadata + URL of the Trusted Lists)
EU Commission

Source: European Digital Identity Wallet Architecture and Reference Framework

https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.4.0/arf/ v
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Example: ICAO Public Key Directory

3 “lssuing State:-ioniiii -~ Other States -
cs Transfer cs
Certificate > Certificate
ICAO
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Certificate Publish- > - Master List {via ICAO PKD} and/or -
- Link Certificate (via ICAO PKD)
< 'COUﬁtf){ signing Key. L 2 e : S 5 EEEIEEE
: ' Master List [.__Publish 'O Daily oS
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-
B o=
¥ 3 Link 38
s sl 8 DS Certificates L BlE
Publickey | & &|| Certificate e
®
(&)
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Sign data

-Document Signer

b

- Document SigningKey

\/

Barder Control
Document g Bordar Control el
3order Control :
Security eMRTD Station =
Object DS Document
Cs o R
Certificate Certificates Security
& CRLs Object

PASSPORT

participants at the
end of July, 2025

Source: https://www.icao.int/sites/default/files/2025-06/APrimeronthePublicKeyDirectory.pdf
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Cyber Security of the Critical Sectors Rl
S enisa m

x *

Highly critical sectors in scope are: X *

« Digital infrastructures (electronic communications, trust services, domain name services, top level domain registries,
cloud services, data centers, internet exchange points, content delivery networks);

e Energy (electricity, district heating, oil, gas and hydrogen);

e Transport (air, rail, water, road);

¢ Banking and Financial market infrastructures;

Health (healthcare providers, EU reference labs, research and manufacturing of pharmaceuticals and medical devices);

e Drinking water and waste water;

e Public administrations;

e Space.

Other critical sectors in scope are:

e Postal and courier services;
o Waste management;

 Manufacture, production and distribution of chemicals; NIS2 is f.o.r the trust.worthlness
« Manufacturing; of Entities. CRA is for the

« Digital providers; trustworthiness of Products
e Research.

Alongside the provisions of the NIS2, new requirements have been introduced from other key horizontal and sector-
specific legislations, such as the Cyber Resilience Act (CRA) and the Digital Operational Resilience Act (DORA).

ENISA developed a NIS2 awareness campaign the effort to further support organisations and authorities in adhering with
the provisions of the NIS 2 Directive. The purpose of this informative material and resources is to educate businesses and
competent authorities by providing a comprehensive overview of the Directive's requirements, illustrating how it affects
them.

6 bwe Source: https://enisa.europa.eu/topics/cybersecurity-of-critical-sectors = DNV
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What Does NIS2 Have to Do with PQC? SO
. enisa m
. L . x X NION :
Highly critical sectors in scope are: X *

« Digital infrastructures (electronic communications, trust services, domain name services, top level domain registries,
cloud services, data centers, internet exchange points, content delivery networks);

v" Infrastructure required for production of identification infrastructure
components, operation of the personalization and issuance
infrastructure falls into NIS2, CRA, vertical regulation

v It must all be upgraded to support PQC algorithms, protocols, key
and certificate sizes

v' Complete high assurance infrastructure required for ensuring that
the policy for the non-repudiation of signatures is fulfilled

Amwmmﬂmmmmmxmmmmn-—
specific legislations, such as the Cyber Resilience Act (CRA) and the Digital Operational Resilience Act (DORA).

ENISA developed a NIS2 awareness campaign the effort to further support organisations and authorities in adhering with

the provisions of the NIS 2 Directive. The purpose of this informative material and resources is to educate businesses and
competent authorities by providing a comprehensive overview of the Directive’s requirements, illustrating how it affects

them.
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Cyber Resiliency Act
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Applies to all products with digital
elements whose intended and Products With

Digital

reasonably foreseeable use
includes direct or indirect logical or
physical data connection to a
device or network

Exclusions: High Risk Al, Machinery, Automotive,
kEIectronic Health Record Products, Aerospace & Avionics > )

Elements
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Important Critical
Products with Products with EUCC
Digital Digital Scheme
Elements Elements

Formal audit by an
Class Il authorized Notified
Body

EU Declaration of
Conformity Class |

SPDL, Surveillance, Continuous Conformance, Mandatory Reporting, Communication
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Good News, Everyone!
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The IC Industry is Really Good at Designing, Manufacturing High Assurance ICs, SW

The ITSEFs Are Really Good at Evaluating High Assurance ICs, SW, Life-Cycle Models

There Is No Need to Reinvent the Wheel. Same Components Are Utilized in Different
Applications. Certification Schemes Are Designed for Assurance Maintenance, Reuse

With EUCC, There Will Be Additional High Assurance Certification Capacity

The Regulators are Wide Awake

The Industry Is Good at Adapting to Change, Responding to Emerging Security Demands




Some Conclusions
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|dentification is Largely a Question of Non-Repudiation

Digital Signatures Are (Well, Should Be) Computed with Secure ICs

Security of the Signatures Requires Action From Many Parties, Not Only IC

Vendors

Transitioning to PQC Requires Coordinated Effort To Ensure That the Entire
Infrastructure Transitions Completely

The EU, many non-EU Nations are Active and Driving the Change




Thank You

Jussi.Leiwo@dnv.com

www.dnv.com/cyber
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