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Partial Homorphic Encryption

Multiplicative | Additive Scalar Multiplicative | XOR

RSA Yes

ElGamal Yes

Exponential ELGamal Yes Yes

Elliptic Curve ElGamal Yes Yes

Paillier Yes Yes

Damgard-Jurik Yes Yes

Okamoto-Uchiyama Yes Yes

Benaloh Yes Yes

Naccache-Stern Yes Yes

Goldwasser-Micali Yes
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A Public Key Cryptosystem and a Signature
Scheme Based on Discrete Logarithms

TAHER ELGAMAL, MEMBER, 1EEE

Abstract— A new signature scheme is proposed, together with an imple-
mentation of the Diffie-Hellman key distribution scheme that achieves a
public key cryptosystem. The security of both systems relies on the
difficulty of computing discrete logarithms over finite fields.

I. INTRODUCTION

N 1976, Diffie and Hellman [3] introduced the concept
of public key cryptography. Since then, several attempts
have been made to find practical public key systems (see,
for example, [6], [7], [9]) depending on the difficulty of

Hence both 4 and B are able to compute K ;5. But, for an
intruder, computing K ,, appears to be difficult. It is not
yet proved that breaking the system is equivalent to com-
puting discrete logarithms. For more details refer to [3].
In any of the cryptographic systems based on discrete
logarithms, p must be chosen such that p — 1 has at least
one large prime factor. If p — 1 has only small prime
factors, then computing discrete logarithms is easy (see [8]).
Now suppose that A wants to send B a message m,
where 0 < m < p — 1. First 4 chooses a number & uni-
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ElGamal, T. (1985). A public key cryptosystem and a signature scheme based on discrete logarithms. |[EEE

transactions on information theory, 31(4), 469-472.
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Homomorphic Encryption (Add/Subtract)

Public-Key Cryptosystems Based on Composite

Degree Residuosity Classes

Pascal Paillier!-2

1 GEMPLUS
Cryptography Department
34 Rue Guynemer, 92447 Issy-Les-Moulineaux
paillier@gemplus.com
2 ENST
Computer Science Department
46, rue Barrault, 75634 Paris Cedex 13
paillier@inf.enst.fr

Abstract. This paper investigates a novel computational problem, na-
mely the Composite Residuosity Class Problem, and its applications to
public-key cryptography. We propose a new trapdoor mechanism and
derive from this technique three encryption schemes : a trapdoor permu-
tation and two homomorphic probabilistic encryption schemes computa-
tionally comparable to RSA. Our cryptosystems, based on usual modular
arithmetics, are provably secure under appropriate assumptions in the
standard model.

N = pq
PHI = (p—-1)(g—1)

A=lecm(p—-1,g—-1)

_----ll_llll_.lll_IIIIJII

8 € Zy; Cy=g™ -rY (mod N?)
u= (L& (mod n)?)~! (mod Ny C1-Ca=g"-r g™ -ry (mod N?)

c=g"-rY (mod N?)

m = L(c* (mod N)*)-u (mod N)
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Paillier, P. (1999, May). Public-key cryptosystems based on composite degree residuosity classes. In International
conference on the theory and applications of cryptographic techniques (pp. 223-238). Springer, Berlin, Heidelberg.
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Polynomials Enci(A o B) = Enci(A) o Enci(B)

With lattices, we use polynomials to represent our multi-dimensional
spaces. In general, a polynomial can be represented by a number of coef-

ficients (a, ... ap) and polynomial powers:
f(z) = apz™ + ap_12™ ' + ...a17 + ag (2.33)

Within a lattice, we can have a point at (9, 5, 16), and then represent it
with a quadratic equation of:

162* + 5z + 9 (2.34)

f = (162 + 5z + 9)(2z° + = + 7) = 32z* + 262° + 1352% + 44z + 63 (2.35)

A x B = (10z* + 6z + 2) x (122° + 3z + 2)
— 120z* + 30x3 + 2022 + 7223 + 180x2 + 12z + 24z% + 6z + 4
= 120z* + 102z + 62z% + 18z + 4

And now, we can apply a (mod 13) operation to each of the coefficients:

A x B =120z* 4+ 102z> + 622 + 18z + 4 = 3z* + 1123 + 1022 + 52 +4 (mod 13)



InV MOd P 2.3.2 Inverse polynomial mod p

With lattice methods, we use the shortest vector problem in a lattice, which
has an underpinning difficulty of factorizing polynomials. The lattice vector
points are represented as polynomial values. For this, we create a modulo
polynomial and then generate its inverse. In this case, we will create a
polynomial (f) and then find its modulo inverse (f,), and which will result
in:

f-f,=1 (modp) (2.45)

Thus, if we then take a message (m) and multiply it by f and then by
f», we should be able to recover the message. Let’s take an example with
N=11 (the highest polynomial factor), p=31 and where Bob picks polynomial
factors (f) of:

f: [_17171707_170717070717_1] (246)

flz)=—-1z%+ 1294+ 12° - 12* + 122 + 1z — 1 (mod 31) (2.47)
We then determine the inverse of this with:

f,:19,5,16,3,15,15,22, 19, 18,29, 5] (2.48)

fp(x) = 524292 +182°+192"+222°+152°+ 152" +32°+162°+52+9 (mod 31)
(2.49)




RIWE Learning with errors is a method defined by Oded Regev in 2005 [43] and
is known as LWE (Learning With Errors). It involves the difficulty of finding

the values which solve:
B=AXxs+e (2.52)

where you know A and B. The value of s becomes the secret values (or the
secret key), and A and B can become the public key A video is here [44].

4 1 11 10 0 4
0 o 9 9 6 —1 7
3 9 0 10 9 1 y.
ba=|1 3 3 2[x | [+]|1[ (mod13)= 11
12 7 3 4 1 1 0
6 o 11 4 0 12
3 3 9 0 —1 8
A=a, 12" ' +..+ a1z + a1z’ + ao (2.53)

Next Alice will divide by ®(x), which is ™ + 1:

A= (a, 12" '+ .. +az+az* +ap) = (2" + 1) (2.54)



FHE

e 1st generation: Gentry’s method uses integers and lattices [50] includ-
ing the DGHV method.

e 2nd generation. Brakerski, Gentry and Vaikuntanathan’s (BGV) and
Brakerski/Fan-Vercauteren (BFV) use a Ring Learning With Errors
approach [51]. The methods are similar to each other, and with only
small difference between them.

e 3rd generation: These include DM (also known as FHEW) and CGGI

(also known as TFHE) and support the integration of Boolean circuits
for small integers.

e 4th generation: CKKS (Cheon, Kim, Kim, Song) and which uses floating-
point numbers [52].



Four Generations of FHE

for Arithmetic of Approximate Numbers
the Integers
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tation and two homomorphic probabilistic encryption schemes computa- Fully homomorphic encryption over the integers. In Annual international
tionally comparable to RSA. Our cryptosystems, based on usual modular Abstract conference on the theory and applications of cryptographic techniques (pp.
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proves performance and bases security on weaker assumptions. A central conceptual contribution in our

work is a new way of constructing leveled fully homomorphic encryption schemes (capable of evaluating [2] Brakerski, Zvika, and Vinod Vaikuntanathan. “Efficient fully

arbitrary polynomial-size circuits), without Gentry’s bootstrapping procedure. homomorphic encryption from (standard) LWE.” SIAM Journal on

Computing 43.2 (2014): 831-871.
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Homomorphic Hashing

A New Paradigm for Collision-Free Hashing:
Incrementality at Reduced Cost

Mihir Bellare! and Daniele Micciancio?®

1 Dept. of Computer Science & Engineering, University of California at San Diego,
9500 Gilman Drive, La Jolla, California 92093, USA. E-Mail: mihir@watson. ibm. com.
URL: http://www-cse.ucsd.edu/users/mihir.

2 MIT Laboratory for Computer Science, 545 Technology Square, Cambridge, MA
02139, USA. E-Mail: miccianc@theory.lcs.mit.edu.

Abstract. We present a simple, new paradigm for the design of collision-
free hash functions. Any function emanating from this paradigm is incre-
menial. (This means that if a message « which I have previously hashed
is modified to £’ then rather than having to re-compute the hash of z’
from scratch, I can quickly “update” the old hash value to the new one,
in time proportional to the amount of modification made in z to get
z'.) Also any function emanating from this paradigm is parallelizable,
useful for hardware implementation. We derive several specific functions
from our paradigm. All use a standard hash function, assumed ideal, and
some algebraic operations. The first function, MuHASH, uses one modu-

[1] Bellare, M., & Micciancio, D. (1997, May). A new paradigm for collision-free
hashing: Incrementality at reduced cost. In International Conference on the
Theory and Applications of Cryptographic Techniques (pp. 163—192). Springer,
Berlin, Heidelberg.

[2] Lewi, K., Kim, W., Maykov, |., & Weis, S. (2019). Securing Update
Propagation with Homomorphic Hashing. Cryptology ePrint Archive.

Homomorphic Hashing

Securing Update Propagation with Homomorphic Hashing

Kevin Lewi, Wonho Kim, Ilya Maykov, Stephen Weis

Facebook

Abstract

In database replication, ensuring consistency when propagating updates is a challenging and
extensively studied problem. However, the problem of securing update propagation against
malicious adversaries has received less attention in the literature. This consideration becomes
especially relevant when sending updates across a large network of untrusted peers.

In this paper we formalize the problem of secure update propagation and propose a system
that allows a centralized distributor to propagate signed updates across a network while adding
minimal overhead to each transaction. We show that our system is secure (in the random
oracle model) against an attacker who can maliciously modify any update and its signature.
Our approach relies on the use of a cryptographic primitive known as homomorphic hashing,
introduced by Bellare, Goldreich, and Goldwasser.

We make our study of secure update propagation concrete with an instantiation of the
lattice-based homomorphic hash LtHash of Bellare and Miccancio. We provide a detailed security
analysis of the collision resistance of LtHash, and we implement LtHash using a selection of
parameters that gives at least 200 bits of security. Our implementation has been deployed to
secure update propagation in production at Facebook, and is included in the Folly open-source
library.
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BFV (Brakerski/Fan-Vercauteren) Ring Learning With Errors
(RLWE)

B=A.s+e (mod Q) P — P — +

1024 27
2048 54
a;, = A,- (mod Q) 4096 109
g 8192 218
b, = B; + EM’ (mod Q) 16384 438
32768 881
e e +

m=>b-—s.a (mod Q)

m=B+ . M-sA=As+e+5.M)—s.A=e+ .M (mod Q)

Somewhat Practical Fully Homomorphic
Encryption *

The Microsoft SEAL (Simple Encrypted Arithmetic Library) library can support a range of
homomorphic encryption methods, and which use Learning With Errors (LWE). In this
case we will implement with the BFV (Brakerski/Fan-Vercauteren) method. Overall, BFV Katholieke Universiteit Leuven, COSIC & IBBT
is a ring LWE method, and where we have a public modulus of Q. We then have a secret B_3O%f'siiiljf)eaﬁH§§t§r% l?gium

key of s (and which is between 0 and Q -1), and a random polynomial value of A. We e N i, B
also have an error polynomial of e.

Junfeng Fan and Frederik Vercauteren

Abstract. In this paper we port Brakerski’s fully homomorphic scheme based
on the Learning With Errors (LWE) problem to the ring-LWE setting. We in-
troduce two optimised versions of relinearisation that not only result in a
smaller relinearisation key, but also faster computations. We provide a de-
tailed, but simple analysis of the various homomorphic operations, such as
multiplication, relinearisation and bootstrapping, and derive tight worst case
bounds on the noise caused by these operations. The analysis of the bootstrap-

° ° ping step is greatly simplified by using a modulus switching trick. Finally, we
MlCrOSOft SE AL VV lth derive concrete parameters for which the scheme provides a given level of

security and becomes fully homomorphic.
NTAAA 1
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CKKS (Cheon, Kim, Kim and Song)

HEAAN (Homomorphic Encryption for Arithmetic of Approximate Numbers) uses a rescaling procedure for the
size of the plaintext. It then produces an approximate rounding due to the truncation of the ciphertext into a
smaller modulus. The method is especially useful in that it can be applied to carry-out encryption computations
in parallel. Unfortunately, the ciphertext modulus can become too small, and where it is not possible to carry
out any more operations. The HEAAN (CKK) method uses approximate arithmetic over complex numbers (©),
and is based on Ring Learning With Errors (RLWE). It focuses on defining an encryption error within the
computational error that will happen within approximate computations. We initially take a message (M) and
convert to a cipher message (ct) using a secret key (sk). To decrypt ([{ct,sk)] q), we produce an approximate
value along with a small error (e).

The main parameters:

* logN. Number of slots of plaintext values. This must be less than logP.

* |logQ. The ciphertext modulus.
* logP. The scaling factor. The larger this is, the more accurace the answer will

be.

Initially Alice and Bob agree on a complexity value of n, and which is
the highest co-efficient power to be used

A=a, X +... 4aix + aix* + ag

A = (an_lx”—1+. .. +a1 x + a1x2 +ap)+-&x"+1)
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DM/FHEW

FHEW: Bootstrapping Homomorphic
Encryption in Less Than a S

that provides fullv homomorohic encrvotion (FHE). |t

Structural Lattice Reduction: Generalized Worst-Case to ™

Average- ions and Homomorphic Cr m
Léo Ducas!®™®™ and Daniele Micciancio Veldpd Case Reductions and Homomo PLHIC C yptOSySte S

"4

I Centrum Wiskunde and Informatica, Amsterdam, Nicolas Gama * Malika Izabachene T Phong Q. Nguyen * Xiang Xie 3

leo.ducas@cwi.nl
2 University of California, San Diego, Californi Abstract

daniele@ ! d.ed : ,
s et In lattice cryptography, worst-case to average-case reductions rely on two problems:

Ajtai’s SIS and Regev’s LWE, which both refer to a very small class of random lattices
related to the group G = Z;. We generalize worst-case to average-case reductions to all
integer lattices of sufficiently large determinant, by allowing G to be any (sufficiently large) /
finite abelian group. In particular, we obtain a partition of the set of full-rank integer lattices
of large volume such that finding short vectors in a lattice chosen uniformly at random from

Abstract. The main bottleneck affecting the efficienc
fully homomorphic encryption (FHE) schemes is Gentry’

procedure, which is required to refresh noisy ciphertexts any of the partition cells is as hard as finding short vectors in any integer lattice. Our main 0
puting on encrypted data. Bootstrapping in the latest tool is a novel generalization of lattice reduction, which we call structural lattice reduction: 0
of FHE, the HEIib library of Halevi and Shoup (Crypto given a finite abelian group G and a lattice L, it finds a short basis of some lattice L such that
about six minutes. We present a new method to homom L CLand L/L ~G. Our group generalizations of SIS and LWE allow us to abstract lattice 1
pute simple bit operations, and refresh (bootstrap) th: cryptography, yet preserve worst-case assumptions: as an example, we provide a somewhat 1
put, which runs on a personal computer in just about conceptually simpler generalization of the Alperin-Sheriff-Peikert variant of the Gentry-
We present a detailed technical analysis of the scheme Sahai-Waters homomorphic scheme. We introduce homomorphic mux gates, which allows
worst-case hardness of standard lattice problems) and re us to homomorphi(.:ally evaluate any boolean function with a noise overheaq proportion.al to

i formance of our prototype implementation. | thg Squarehr()(()it of its number of variables, and bootstrap the full scheme using only a linear

noise overhead.

“w e




Libraries

Product Creator Language License Summary
SEAL [177] Microsoft C++ MIT Widely-used FHE library that implements
BFV for modular arithmetic and CKKS for
approximate arithmetic.
HEIlib [116] IBM C++ Apache-2.0 Widely-used FHE library that implements
BGV for modular arithmetic and CKKS for
approximate arithmetic.
TFHE [59] Gama et al. C++ Apache-2.0 Implements an optimized ring variant of
the GSW scheme.
HEAAN [115] CryptoLab, Inc. C++ CC-BY-NC-3.0 Implements the CKKS approximate
number arithmetic scheme.
PALISADE [165] New Jersey C++ BSD-2-Clause  Lattice cryptography library that supports
Institute of multiple protocols for FHE, including BGV,
Technology BFV, and StSt.

Ao A [69] E. Crockett and  Haskell GPL-3.0-only Pronounced “LOL.” Implements a
C. Peikert BGV-type FHE scheme.

Cingulata [45] CEA LIST C++ CECILL-1.0 Compiler and RTE for C++ FHE programs.
Implements BFV and supports TFHE.

FV-NFLIib [89] CryptoExperts  C++ GPL-3.0-only Implements FV scheme. Built on the
NFLLib lattice cryptography library. Last
updated 2016.

Lattigo [138] Laboratory for  Go Apache 2.0 Implements BFV and HEAAN in Go.
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c Each ciphertext can have an associated We have various levels. One multiplication
BOOtStra ppl ng "level" and a value of "noise". consumes a level, and adds noise.

Public Bootstrap
key

(pK) Enc(sk) ‘

Homomorphic
N Encryption (eg
Add) ct=Enc(pt+err)

Private

Evalute (Dec)

pt

Data Processor ?
Wendy

The main bootstrapping methods are CKKS [52], DM [57]/CGGI, and
BGV/BFV. Overall, CKKS is generally the fastest bootstrapping method,
while DM /CGGI is efficient with the evaluation of arbitrary functions. These
functions approximate maths functions as polynomials (such as with Cheby-

shev approximation). BGV/BFV provides reasonable performance and is
generally faster than DM /CGGI but slower than CKKS.
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CryptoContext and Parameters (BFV)

Plaintext Modulus
CCParams<CryptoContextBFVRNS> parameters;

parameters.SetPlaintextModulus (mod) ;
o parameters.SetMultiplicativeDepth(2);
Multiplicative Depth

CryptoContext<DCRTPoly> cryptoContext = GenCryptoContext(parameters);

PKE Scheme Features cryptoContext->Enable(PKE);
cryptoContext->Enable (KEYSWITCH) ;

cryptoContext->Enable(LEVELEDSHE) ;

Generate key pair (Sk, pk) KeyPair<DCRTPoly> keyPair;

J

keyPair = cryptoContext—>KeyGen();
std::cout << "The key pair has been generated." << std::endl;

auto str = Serial::SerializeToString( cryptoContext);

cout << "Crypto Context (First 2,000 characters):\n" << str.substr(0,2000) << endl;

https://asecuritysite.com/openthe/openthe 00cpp
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CryptoContext and Parameters (CKKS)

uint32_t multDepth = 1;
uint32_t scaleModSize = 50;

Multiplication depth if (arge>1) {

std::istringstream iss(argv([1]);
iss >>scaleModSize;

Scale Mod Size

CCParams<CryptoContextCKKSRNS> parameters;
parameters.SetMultiplicativeDepth(multDepth);
parameters.SetScalingModSize(scaleModSize);

CryptoContext<DCRTPoly> cryptoContext = GenCryptoContext(parameters);
cryptoContext->Enable(PKE);
cryptoContext—>Enable (KEYSWITCH) ;

cryptoContext—>Enable(LEVELEDSHE) ;

KeyPair<DCRTPoly> keyPair;

keyPair = cryptoContext—>KeyGen();

std::cout << "The key pair has been generated." << std::endl;

auto str = Serial::SerializeToString( keyPair.publicKey);

https://asecuritysite.com/openthe/openthe 00cpp ckks
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& EvalAdd
& EvalAddInPlace
) EvalAddMany

EvalAddManyInPlace
std::cout << "Method: : " << type << std: Ny y

std::cout << "Modulus: : " << mod<< std"EB 2l Ll b
N - "' @ EvalAddMutableInPlace

@ EvalAtIndex
) EvalAtIndexKeyGen

Plaintext plaintextMultRes;
cryptoContext->Decrypt(keyPair.secretKey,

std::cout << "\nx: " << xplaintext << std

auto ciphertextMult = cryptoContext—>ﬂciphertextl, ciphertethD

BFV - Adding/Multiplying Two Numbers

keyPair = cryptoContext->KeyGen();

std::vector<int64 t>xval = {1};
xvall@]=x;
Plaintext xplaintext

std::vector<int64_t> yval = {1};
yvall0]=y;
Plaintext yplaintext

cryptoContext—->MakePackedPlaintext(xval);

cryptoContext->MakePackedPlaintext(yval);

S @& OUTPUT TERMINAL DEBUG CONSOLE

) EvalAutomorphism

0024, 12:18:22] Unable to resolve configurat:® EvalAutomorphismKeyGen S _
g" instead. A EvalBootstran // ENCrypt values

auto ciphertextl
auto ciphertext2

cryptoContext—>Encrypt(keyPair.publicKey, xplaintext);
cryptoContext—>Encrypt(keyPair.publicKey, yplaintext);

auto ciphertextMult = cryptoContext->EvalAdd(ciphertextl, ciphertext2);

// Decrypt result
Plaintext plaintextAddRes;
cryptoContext—>Decrypt(keyPair.secretKey, ciphertextMult, &plaintextAddRes) ;

https://asecuritysite.com/openthe/openthe 02cpp
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CCKS - Adding/Multiplying Two Numbers =

cc—>EvalMultKeyGen(keys.secretKey) ;

std::vector<double> x1 = {x};
std::vector<double> yl1 = {y};

std::vector<double> x1 {x}: R

std::vector<double> y1 . iESHSORIngRasgp diatcaEs
¥ ly}; Plaintext ptxtl = cc—>MakeCKKSPackedPlaintext(x1);

Plaintext ptxt2 = cc—>MakeCKKSPackedPlaintext(y1l);

// Encoding as plain Q@ EvalAdd inline lbcrypto::Ciphertext<lbcrypto: :DCRTPo..

Plaintext i)txtlh = cc @ EvalAddInPlace std::cout << "Input x1: " << ptxtl << std::endl;

Plaintext ptxt2 = cc & EvalAddMany r:cout << "Input yl: " << ptxt2 << std::endl;
) EvalAddManyInPlace

std::cout << "Input Ea EvalAddMutable . Cll.:: cc—>Encrypt(keys.publicKey, ptxtl);

std::cout << "Input @ EvalAddMutableInPlace c2 = cc->Encrypt(keys.publicKey, ptxt2);
@ EvalAtIndex

// Encrypt the Eﬁjﬁgfﬁﬁ EvalAtIndexKeyGen
auto c1 = cc—>Encryp @ EvalAutomorphism

auto c2 cc—>Enc ryp g EvalAutomo rphismKGYGen CSub= 'éc—->EvaISub(c1, c2);
EvalBootstrap i MulEiplication

& EvalBootstrapKeyGen uto cMul - Ec—>Eva1Mu1t(c1, c2);

cAdd = cc—>EvalAdd(cl, c2);

~rt ~ ¥

auto cAdd = cc->Eval(cl, c2));

Plaintext result;

/ Subtraction std::cout.precision(8);

auto cSub cc—>EvalSub(cl, c2); std::cout << std::endl << "Results: " << std
A MR ErL L cc—>Decrypt(keys.secretKey, cAdd, &result);
result->SetLength(batchSize);

std::cout << "x+y=" << result << std::endl;

cc—>Decrypt(keys.secretKey, cSub, &result);
result->SetLength(batchSize);
std::cout << "x-y=" << result << std::endl;
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BFV - Batch Processing

= |

cryptoContext->EvalMultKeyGen(keyPair.secretKey);
std::vector<int64_t> xval(count, QULL);
for (int i=0;i<count;i++) xvallil=i;

Plaintext xplaintext = cryptoContext->MakePackedPlaintext(xval);

:
R LI Yo,

auto ciphertextl = cryptoContext—>Encrypt(keyPair.publicKey, xplaintext);

auto ciphertextMult = cryptoContext—->EvalSquare(ciphertextl);

11

Plaintext plaintextAddRes;
cryptoContext—>Decrypt(keyPair.secretKey, ciphertextMult, &plaintextAddRes);

std::cout "Method: : " << type << std::endl;

std: :cout "Parameters " << parameters << std::endl << std::endl;

std: :cout "Ring dimension: " << cryptoContext->GetRingDimension() << "\n";
std::cout "Modulus: : " << mod<< std::endl;

std: :cout "\nx: " << xplaintext << std::endl;

https://asecuritysite.com/openthe/openthe 08cpp
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MD/FH EW auto sk = cc.KeyGen();

std::cout << "Creating bootstrapping keys..." << std::endl;
b1 (O : cc.BTKeyGen(sk);
b2 QD» std::cout << "Completed key generation." << std::endl;

auto bitl = cc.Encrypt(sk, bl);
auto bit2 = cc.Encrypt(sk, b2);

— >
cout << bitl << endl;

_ auto ctAND1 = cc.EvalBinGate(AND, bitl, bit2);
(b1.by) + (b1. by) auto bit2Not = cc.EvalNOT(bit2);
auto ctAND2 = cc.EvalBinGate(AND, bit2Not, bitl);
auto ctResult = cc.EvalBinGate(OR, ctAND1, ctAND2);

bl b2 (bl.b2) (b1.NOT(b2) Z
________________________________ LWEPlaintext result:

O 0 0 7] )
2 1 0 0 0 cc.Decrypt(sk, ctResult, &result);
1 0 0 1. i
il 1 1 /) 11

printf("bl=%d\n",bl);

(
printf("b2=%d\n",b2);

printf(" (bl AND b2) OR ( bl AND NOT(b2))\n");

printf("(%d AND %d) OR ( %d AND NOT(%d))=%d\n",bl,b2,bl,b2,result);

https://asecuritysite.com/openthe/openthe 09c
https://asecuritysite.com/openthe/openthe 09cpp pke
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MD/FHEW

cout <<"Vall="<< vall << " Binary: "<< binl[3] << binl[2] << binl[1l] << binl[@] << endl;
cout <<"Val2="<< val2 << " Binary: "<< bin2[3] << bin2[2] << bin2[1l] << bin2[@] << endl;

o 0L L X % I X% % Cop
:'1:::::::*::1:": ::::::1::::‘: P ''''''''''''' { ____ : '".F::::: i auto binl 0 = cc.Encrypt(sk, binl(0]);
ﬂ [ I _ﬂi [ I EE:: l l _qi l ‘ EE auto binl_1 = cc.Encrypt(sk, binl1[1]);
Ciiml < L < < EE < < |1l < < EE auto binl_2 = cc.Encrypt(sk, binl[2]);
E e E : 13

ii 24 24 2, 2y ' auto binl_3 = cc.Encrypt(sk, binl|3
L 3 e I 13 i o
A, B, A, B, A, B, A,B, A, B, A:B: A; By A, B auto bin2_0 = cc.Encrypt(sk, bin2(0]);

auto bin2_1 = cc.Encrypt(sk, bin2[1]);
auto bin2_2 = cc.Encrypt(sk, bin2[2]);

A auto bin2_3 = cc.Encrypt(sk, bin2[3]);
o S
auto c_carryin = cc.Encrypt(sk, 0);
&
WECiphertext c_suml,c_carryout,c_sum2,c_sum3,c_sum4;
tie(c_suml,c_carryout)=FA(cc,binl_0,bin2_0,c_carryin );
A 2; tie(c_sum2,c_carryout)=FA(cc,binl_1,bin2_1,c_carryout );
B HA 2. tie(c_sum3,c_carryout)=FA(cc,binl_2,bin2_2,c_carryout );
— HA tie(c_sum4,c_carryout)=FA(cc,binl_3,bin2_3,c_carryout );
- N
CIH 7

Dcm

https://asecuritysite.com/openthe/openthe 11c¢
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MD/FH EW - MUX and MajOrity std::cout << "Creating bootstrapping keys..." << std::endl;

cc.BTKeyGen(sk) ;

a b € | Z a b c¢c | Z
_______________ std::cout << "Completed key generation." << std::endl;
o 0 0 0 0 0 0 0 auto cc.Encrypt(sk, abit);
o 1 0 7, 0 1 0 0 auto cc.Encrypt(sk, bbit);
1 0 0 1 auto ¢ = cc.Encrypt(sk, cbit);
1 0 0 0
1 1 0 1
11 1 7] 1 std::vector<LWECiphertext> bits;
0 0 1 0 0 0 1 0 bits.push_back(a);
0 1 Il 1 bits.push_back(b);
il 0 1 0 0 1 1 1 bits.push_back(c);
1 0 1 1
IS L | 1
1 1 1 1 auto ctMaj = cc.EvalBinGate(MAJORITY, bits);

\

auto cMux = cc.EvalBinGate(CMUX, bits);

LWEPlaintext resultMaj, resultMux;

cc.Decrypt(sk, ctMaj, &resultMaj);
cc.Decrypt(sk, cMux, &resultMux);

cout << "\na= " << abit << ", b= " << bbit << ", c= " << cbit << endl;
cout << "\nMajority: " << resultMaj << endl;
cout << "MUX: " << resultMux << endl;

https://asecuritysite.com/openthe/openthe 11c
https://asecuritysite.com/openthe/openthe 11cpp pke
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Threshold Encryption

DCRTPoly partialPlaintextl;
DCRTPoly partialPlaintext2;
DCRTPoly partialPlaintext3;

Key split

Plaintext plaintextMultipartyNew;

5t std::shared_ptr<CryptoParametersBase<DCRTPoly>> cryptoParams = bob.secretKey—->GetCryptoPara
5t std::shared_ptr<typename DCRTPoly::Params> elementParams = cryptoParams—>GetElementPara

Enc(Data 1)

Cipher 1

wuto ciphertextBob = cc—>MultipartyDecryptlLead({ ctAdd123}, bob.secretKey);

uto ciphertextAlice = cc—>MultipartyDecryptMain({ ctAdd123}, alice.secretKey);

Enc(Data 2)

auto ciphertextCarol = cc—>MultipartyDecryptMain({ ctAdd123}, carol.secretKey);

Cipher 2

std::vector<Ciphertext<DCRTPoly>> partialCiphertextVec;
partialCiphertextVec.push_back(ciphertextBob[0@]);
partialCiphertextVec.push_back(ciphertextAlice(0]);
partialCiphertextVec.push_back(ciphertextCarol[0]);

cc—>MultipartyDecryptFusion(partialCiphertextVec, &plaintextMultipartyNew) ;

https://asecuritysite.com/openthe/openthe 16¢cpp
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Chebyshev Functions

With approximation

theory, it is possible to S )
determine an approximate result = cc—>EvalChebyshevFunction([](double x) —-> double { return std::logl@0(x); }, cipherte
_ std::cout =<" x log1@(x)\n << std::endl;
polynomial p(x) }
- - else if (opt==1) {
that B apprOXImate tO a result = cc—>EvalChebyshevFunction([](double x) —> double { return std::log2(x); }, ciphertext,
funCtion f(X) std::cout =<" x log2(x)\n " << std::endl;
}
else if (opt==2) {
To(x) = 1 result = cc—>EvalChebyshevFunction([](double x) -> double { return std::log(x); }, ciphertext, 1o
Tl = std::cout <<" X Lnlx)\n << std::endl;
To(z) = 222 — 1
;iggig i:2i2+1 else if (opt==3) {
Ty(x) = 1625 — 2023 + 5 result = cc—>EvalChebyshevFunction([](double x) —> double { return std::exp(x); }, ciphertext
Telz) =322° — 482" 4+ 182% — 1 std::cout <<" x exp(x)\n << std::endl;
T+ (z) = 642" 112m56+ 5623 —47x 8 o 1
= 2 jie e = else if (opt==4) { N |
Tio(z) = 51221 — 12802° 4+ 11202° — 400z* + 502% — 1 result = cc—>EvalChebyshevFunction([] (double x) —> double { return std::exp2(x); }, ciphertex
Ti1(z) = 1024z — 28162° + 281627 — 123225 + 22023 — 11z std::cout <<" x " << std::endl;

https://asecuritysite.com/openthe/openthe 18cpp
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Proxy Re-encryption (PRE)

CCParams<CryptoContextCKKSRNS> parameters;

std::vector<double> datalnput = split(sl); aleabl S00 Key pat

Public Private Public Private

key (pk) key (sk) key (pk) key (sk)
parameters.SetBatchSize(16); @)

. )
parameters.SetMultiplicativeDepth(2); @ ﬁ
parameters.SetScalingModSize(59);
parameters.SetSecuritylLevel(SecuritylLevel::HEStd_128_classic); J
parameters.SetRingDim(16384); Boby Bob
Re-KeyGen oK
parameters.SetPREMode (INDCPA);
parameters.SetKeySwitchTechnique(KeySwitchTechnique: :HYBRID);
EvalKey )

auto cc = GenCryptoContext(parameters);

a ReEncrypt

cc—>Enable(PKE) ;

cc—>Enable(KEYSWITCH);

cc—>Enable (LEVELEDSHE) ; Plaintext Ciphertext (Alice)
cc—>Enable(PRE);

Ciphertext (Bob) Plaintext

https://asecuritysite.com/openthe/openthe 21cpp



https://asecuritysite.com/openfhe/openfhe_21cpp

Future?

Cryptography

Prof Bill Buchanan OBE, FRSE
http://asecuritysite.com

Twitter: billatnapier
Logistic
(sigmoid)
Function

=

I Anonymisation

@billatnapier G I Secrets

- BLOCKPASS asecuritysite.com I Rights
H I Ll BN B IDENTITY oy
LAB Meet Bob, Alice and Eve ‘

World-leading Collaboration between -
Blockpass IDN and Edinburgh Napier University * O o ¢


http://asecuritysite.com

Future?

Cryptography

Prof Bill Buchanan OBE, FRSE
http://asecuritysite.com

Twitter: billatnapier

Polynomial
Evaluation

@billatnapier

- BLOCKPASS asecuritysite.com
H I I BB N R IDENTITY
)
LAB Meet Bob, Alice and Eve

World-leading Collaboration between -
Blockpass IDN and Edinburgh Napier University * O o ¢


http://asecuritysite.com

Polynomial Evaluation

A polynomial takes the form form of p(x) = a,.x" + azn_l.x”'1 + a1.x + apg, and where

ap. . .a, are the coeffients of the powers, and »n is the maximum power of the polynomial.
With CKKS in OpenFHE, we can evaluate the result of a polynomial for a given range of x

values. For example, if we have p(x) = 5.x* + 3.x + 7 will give a result of p(2) = 33.

h

ttps://asecuritysite.com/openfhe/openthe 20c¢

CryptoContext<DCRTPoly> cc = GenCryptoContext(parameters);
cc—>Enable(PKE) ;

cc—>Enable(KEYSWITCH) ;

cc—>Enable(LEVELEDSHE) ;

cc—>Enable(ADVANCEDSHE) ;

size_t encodedLength = input.size();

Plaintext plaintextl = cc->MakeCKKSPackedPlaintext(input);

auto keyPair = cc—>KeyGen();

std::cout << "Generating evaluation key.";
cc—>EvalMultKeyGen(keyPair.secretKey) ;

auto ciphertextl = cc—>Encrypt(keyPair.publicKey, plaintextl);

auto result = cc—>EvalPoly(ciphertextl, coefficientsl);

Plaintext plaintextDec;

cc—>Decrypt(keyPair.secretKey, result, &plaintextDec);

plaintextDec—>SetLength(encodedLength);
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Logistic Function

With homomorphic encryption we can represent a mathematical operation in the form for a
homomorphic equation. One of the most widely used methods is to use Chebyshev
polynomials, and which allows the mapping of the function to a Chebyshev approximation. In
this case, we will use homomorphic encryption to approximate a logistic function (and which

Is represented by f(x)=1/(1+e™N{-Xx}).

fo) = =L

Standard logistic function where
L = ]ﬁ k3::1:1,£B0 = 0.

https://asecuritysite.com/openthe/openthe 19c¢

std::cout << "Logistic Evaluation \n" << std::endl;

CCParams<CryptoContextCKKSRNS> parameters;
parameters.SetMultiplicativeDepth(5);
parameters.SetScalingModSize(40);

CryptoContext<DCRTPoly> cc = GenCryptoContext(parameters);
cc—>Enable(PKE) ;

cc—>Enable(KEYSWITCH) ;

cc—>Enable(LEVELEDSHE) ;

cc—>Enable(ADVANCEDSHE) ;

size_t encodedLength = input.size();

Plaintext plaintextl = cc->MakeCKKSPackedPlaintext(input);

auto keyPair = cc->KeyGen();

std::cout << "Generating evaluation key.";
cc—>EvalMultKeyGen(keyPair.secretKey) ;

auto ciphertextl = cc—>Encrypt(keyPair.publicKey, plaintextl);

auto result = cc—>EvallLogistic(ciphertextl1,-1,1,3);
Plaintext plaintextDec;
cc—>Decrypt(keyPair.secretKey, result, &plaintextDec);

plaintextDec—>SetLength(encodedLength);



https://asecuritysite.com/openfhe/openfhe_19cpp

Matrix Operations

The inner product of two vectors of a and b is represented by (a, b). It is the dot product of two vectors, and represented
as (a,b) = a.ycos(f), and where @ is the angle between the two vectors.

If we have a vector of x=(10,20,15), then the magniture will be:
a = V10% + 20% + 152 = 26.93

If we have the same vector of b=(10,20,15), we will have the same magnitude. The inner product will then be:

(a,b) = |a|.|b|.cos(0) = 26.93 X 26.93.cos(0) = 725

lbcrypto::CryptoContext<lbcrypto: :DCRTPoly> cc;
cc = GenCryptoContext(parameters);

cc—>Enable(PKE) ;
cc—>Enable(LEVELEDSHE) ;
cc—>Enable (ADVANCEDSHE) ;

KeyPair keys = cc—>KeyGen();
cc—>EvalMultKeyGen(keys.secretKey) ;
cc—>EvalSumKeyGen (keys.secretKey) ;

Plaintext plaintextl = cc—>MakeCKKSPackedPlaintext(v1l);
auto ctl = cc—>Encrypt(keys.publicKey, plaintextl);

Plaintext plaintext2 = cc->MakeCKKSPackedPlaintext(v2);
auto ct2 = cc—>Encrypt(keys.publicKey, plaintext2);

auto finalResult = cc—>EvalInnerProduct(ctl, ct2, batchSize);
lbcrypto::Plaintext res;

cc—>Decrypt(keys.secretKey, finalResult, &res);
res—>SetLength(vl.size());
auto final = res—->GetCKKSPackedValue() [@].real();

std::cout << "v1l=" << sl << std::endl;
std::cout << "v2=" << s2 << std::endl:
std::cout << "Inner Product Result: " << final << std::endl;
std::cout << "Expected value: " << inner_product(vl.begin(), vl.end(), v2.begin(), @) << std::end

https://asecuritysite.com/openthe/openthe 13c
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Matrix Operations

If we have a vector of the form:
vi=|x1 x» x|

and a matrix of:

mp =\|wpp Wy Wi

We now get:

wi1 W21 W3j

vi.mp = [xl.Wn + X2.Wo1 +X3.W31 X1.W12 +X2.Wo2o +X3.W30  X1.W13 + X2. W3 +X3.W33]
Thus we get:

Y1 = X1. W11 + X2. Wo1 + X3.W3q

Y2 = X1. W12 +X2. W22 + X3. W32

V3 = X1.W13 + X2. W3 + X3. W33

W11
W21
W31
W13
W23
W33

viemi=|x1 x x||we wa wp
y | W13 W23 W33 |
2

and:

h

ttps://asecuritysite.com/openfhe/openthe 27¢
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Matrix Operations

X1 Y1
W21
W31
W3
X2 . )Q Y2
W32
W13
Wa3
X3 W33 Y3

,

Public key (pk) Private key (sk)

o

std::cout << "Generating rotation keys... ";
std::vector<int32_t> rotationKeys = {};

for (int i = —-ROWS*COLS; i <= ROWS%COLS; i++) rotationKeys.push_back(i);
cryptoContext—->EvalRotateKeyGen(keyPair.secretKey, rotationKeys);
std::cout << "Done'<< std::endl << std::endl;

std::vector<double> vector = genRandVect (ROWS, max,0);
Plaintext vectorP = cryptoContext->MakeCKKSPackedPlaintext(vector);

std::vector<std::vector<double>> matrix = genRandMatrix(ROWS, COLS, max,1);

std::cout << "Vector " << vector << std::endl;
std::cout << "Matrix " << matrix << std::endl;

Ciphertext<DCRTPoly> vectorC = cryptoContext—>Encrypt(keyPair.publicKey, vectorP);
Ciphertext<DCRTPoly> resC;

Plaintext res;

std::vector<double> resOutput, resOutputtmp;

resQutput = vectorMatrixMult(vector, matrix);

std::cout << "VIkM1 = " << resOutput << std::endl;

resC = vectorMatrixMultByInnProdCP(cryptoContext, keyPair.publicKey, vectorC, matrix);

cryptoContext—>Decrypt(keyPair.secretKey, resC, &res);
res—>SetLength(COLS);

std::cout << "vectorC x matrix (by inner product) = " << res—>GetCKKSPackedValue( )

https://asecuritysite.com/openthe/openthe 27/¢
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Matrix Operations

Ciphertext<DCRTPoly> vectorC = cryptoContext->Encrypt(keyPair.publicKey, vectorP);

Ciphertext<DCRTPoly> resC;
2 V1 Plaintext res;
1 std::vector<int64_t> resQutput, resOutputtmp;

resOQutput = vectorMatrixMult(vector, matrix1);
resQutput = vectorMatrixMult(resOutput, matrix2);

Y2 std::cout << "V1kM1kM2 (non homomorphic) = " << resOutput << std::endl;

w7 I\J1 ‘ i -
s - .

resC = vectorMatrixMultByInnProdFastCP(cryptoContext, keyPair.publicKey, resC, matrix2);

Y3

cryptoContext—->Decrypt(keyPair.secretKey, resC, &res);

resC = vectorMatrixMultByInnProdFastCP(cryptoContext, keyPair.publicKey, vectorC, matrixl);

) res—>SetLength(n3);
resOQutput = res—>GetPackedValue();
std::cout << "V1kM1xM3 (by inner product) = " << resOutput << std::endl;

Public key (pk) Private key (sk)

https://asecuritysite.com/openthe/openthe 27/¢
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Matrix Operations

Ciphertext<DCRTPoly> vectorC = cryptoContext—->Encrypt(keyPair.publicKey, vectorP);

Ciphertext<DCRTPoly> resC;
Plaintext res;

std::vector<int64_t> resOutput, resQutputtmp;

" W11 W11 V1
1
W1 W21
resQutput = vectorMatrixMult(vector, matrixl);
W31 resOutput = vectorMatrixMult(resOutput, matrix2);
W12

std::cout << "V1xM1%M2 (non homomorphic) = " << resOutput << std::endl;

W resC = vectorMatrixMultByInnProdFastCP(cryptoContext, keyPair.publicKey, vectorC, matrix1l);
32 resC = vectorMatrixMultByInnProdFastCP(cryptoContext, keyPair.publicKey, resC, matrix2);
cryptoContext->Decrypt(keyPair.secretKey, resC, &res);
W13 res—>SetlLength(n3);
Wo3 Wo3 resQutput = res—>GetPackedValue();
W33 W33

)/ std::cout << "V1kM1xM3 (by inner product) = " << resQutput << std::endl;
3

X2

Vector (v4) Matrix (m,) Matrix (m,)

https://asecuritysite.com/openthe/openthe 28c
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FHE and Neural Networks

Neuron _

|
v

% Q W11 /\ W11 /\ W11 /\

J Back propagation Expected
(T oot S Gammialy —OMpare results
7
V X i O 8 g W11 N ‘
1 , |
X \ W W |
O /AN 7A - AN7A 2
Y W3 f Wap\ i Wx |
/ \( e / |
W ;

" W22\ \\>©< N \\ %sz /\\Nl \//sz i
2 Wa» / WQQ\ //\ \/Jwgz /\ Vo

—— QV% Wzg\ 7 \W\ % W\\@

Feed-forward

Input Hidden layer Hidden layer Output vector
vector




Privacy-aware ML

Prof Bill Buchanan OBE, FRSE
http://asecuritysite.com
Twitter: billatnapier

Support Vector

Machine (SVM) |[1I['H11 (L) “
I E BG

\s
O p e n F I I E Machine Learning (3 E DM/CGGI
- BLOCKPASS  MPC n PRE
= [ AB "f

World-leading Collaboration between

Blockpass IDN and Edinburgh Napier University


http://asecuritysite.com

GWAS (Gnome-wide Association Studies)

@
Study
m w Participants

t Encrypted GWAS Result

GWAS
Coordinator

e —

Viewers of GWAS Results

/]

GLM HE LRA HE Chisq

SNP OR stat OR stat OR stat

rs10033900_T 1.09 1.97 1.08 1.91 1.06 1.44
rs943080_C 0.88 —2.94 0.89 —2.88 0.91 —2.26
rs79037040_G 0.88 —2.98 0.88 —2.91 0.89 —2.82
rs2043085_T 0.91 —2.01 0.92 —1.95 0.92 —2.13
rs2230199_C 1.41 6.83 1.38 6.67 1.40 7.10
rs8135665_T 1.12 2.04 1.12 2.03 1.12 2.29
rs114203272_T 0.62 —3.55 0.63 —3.50 0.67 —3.08
rs114212178_T 0.87 —0.70 0.87 —0.69 0.86 —0.77
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Results

j Time taken for 1,000 runs

featurel

feature2 pred

SVM Model

(running on t3.medium)

featureN

A A I\
RD (Ring dim

BS (Batch Size)

MD (Multiplicative
depth)

FM (First Mode Size)

SS (Scalar size)

Table 4: Classification Accuracy Comparison
Model Accuracy (%)

SVM (Plaintext) 96.7
SVM (Encrypted) 96.7

Private Key

l

FHE Scale-up

2,500

2,000

(-
ot
-
-,

1,000

000 |

Table 2: Results for SVM-Linear

MD SS FM SL BS RD AEA NEA AET ANT Scale up
1 30 60 128 1,024 16,384 | 0.967 0.967 0.643458 0.000623 1,032.838
2 30 60 128 1,024 16,384 | 0.967 0.967 0.782 0.000067 1,172.735
‘ 3 30 60 128 1,024 16,384 | 0.967 0.967 0.924 0.000161 1,397.215
% 4 30 60 128 1,024 16,384 | 0.967 0.967 1.101 0.000613 1,794.548
5 30 60 128 1,024 16,384 | 0.967 0.967 1.283 0.000624 2,056.393
§) 30 60 128 1,024 16,384 | 0.967 0.967 1.391 0.000627 2,097.537
] T 248 AN 19R 1 N24 1A ARA N OR7 N OR'7 1 R2N N NNNARK 2 294 RN

J@ SVM-Poly
10 SVM-Linear
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