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Partial Homorphic Encryption

https://asecuritysite.com/homomorphic_partial/homo_types



Homomorphic Encryption (ElGamal - Multiply/Divide)

ElGamal Multiply
ElGamal, T. (1985). A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE 
transactions on information theory, 31(4), 469-472.

https://asecuritysite.com/homomorphic/go_el_homo


Homomorphic Encryption (Add/Subtract)

Paillier with 
Kryptology

Paillier, P. (1999, May). Public-key cryptosystems based on composite degree residuosity classes. In International 
conference on the theory and applications of cryptographic techniques (pp. 223-238). Springer, Berlin, Heidelberg.

https://asecuritysite.com/homomorphic/pail01
https://asecuritysite.com/homomorphic/pail01
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Four Generations of FHE

• 1st generation: Gentry’s method uses integers and lattices [1] including the DGHV method.
• 2nd generation. Brakerski, Gentry and Vaikuntanathan’s (BGV) work in 2014 for FHE using Learning With Errors [2]. 
• 3rd generation: Lattice-based methods as defined by Brakerski and Vaikuntanathan [3].
• 4th generation: CKKS (Cheon, Kim, Kim, Song) and which uses floating-point numbers [4]. Here.

https://asecuritysite.com/homomorphic/

https://asecuritysite.com/homomorphic/go_lattice_cc5
https://asecuritysite.com/homomorphic/
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Homomorphic Encryption

https://asecuritysite.com/homomorphic/

https://asecuritysite.com/homomorphic/


Homomorphic Hashing

Homomorphic Hashing

[1] Bellare, M., & Micciancio, D. (1997, May). A new paradigm for collision-free 
hashing: Incrementality at reduced cost. In International Conference on the 
Theory and Applications of Cryptographic Techniques (pp. 163–192). Springer, 
Berlin, Heidelberg.

[2] Lewi, K., Kim, W., Maykov, I., & Weis, S. (2019). Securing Update 
Propagation with Homomorphic Hashing. Cryptology ePrint Archive.

https://asecuritysite.com/homomorphic/homomorphic_hash
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BFV (Brakerski/Fan-Vercauteren) Ring Learning With Errors 
(RLWE)

Microsoft SEAL with 
Node.js

The Microsoft SEAL (Simple Encrypted Arithmetic Library) library can support a range of 
homomorphic encryption methods, and which use Learning With Errors (LWE). In this 
case we will implement with the BFV (Brakerski/Fan-Vercauteren) method. Overall, BFV 
is a ring LWE method, and where we have a public modulus of Q. We then have a secret 
key of s (and which is between 0 and Q -1), and a  random polynomial value of A. We 
also have an error polynomial of e.

https://asecuritysite.com/homomorphic/js_homomorphic
https://asecuritysite.com/homomorphic/js_homomorphic
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CKKS (Cheon, Kim, Kim and Song)
HEAAN (Homomorphic Encryption for Arithmetic of Approximate Numbers) uses a rescaling procedure for the 
size of the plaintext. It then produces an approximate rounding due to the truncation of the ciphertext into a 
smaller modulus. The method is especially useful in that it can be applied to carry-out encryption computations 
in parallel. Unfortunately, the ciphertext modulus can become too small, and where it is not possible to carry 
out any more operations. The HEAAN (CKK) method uses approximate arithmetic over complex numbers (ℂ), 
and is based on Ring Learning With Errors (RLWE). It focuses on defining an encryption error within the 
computational error that will happen within approximate computations. We initially take a message (M) and 
convert to a cipher message (ct) using a secret key (sk). To decrypt ([⟨ct,sk⟩] q), we produce an approximate 
value along with a small error (e).

The main parameters:

• logN. Number of slots of plaintext values. This must be less than logP.
• logQ. The ciphertext modulus.
• logP. The scaling factor. The larger this is, the more accurace the answer will 

be.

Initially Alice and Bob agree on a complexity value of n, and which is 
the highest co-efficient power to be used
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DM/FHEW

DM (FHEW) [1] uses a LWE (Learning With Error) method that provides fully homomorphic encryption (FHE). It 
is able to evaluate cipher data applied onto Boolean circuits and uses bootstrapping after each gate evaluation. 
This allows the evaluation to be conducted in less than 0.1 seconds. The gates implemented are AND, OR, 
NAND, NOR, and NOT. In homomorphic encryption, the noise in the computation increases as we perform 
operations. This is typically when we perform a large number of additions. and multiplications will often reduce 
the amount of noise. A bootstrapping process allows for us to reset the noise and will introduce a delay in the 
computation.
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Bootstrapping Each ciphertext can have an associated 
"level" and a value of "noise".

We have various levels. One multiplication 
consumes a level, and adds noise.



Slots
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CryptoContext and Parameters (BFV)

Plaintext Modulus

Multiplicative Depth

PKE Scheme Features

Generate key pair (sk, pk)

https://asecuritysite.com/openfhe/openfhe_00cpp

https://asecuritysite.com/openfhe/openfhe_00cpp


CryptoContext and Parameters (CKKS)

Multiplication depth

Scale Mod Size

https://asecuritysite.com/openfhe/openfhe_00cpp_ckks

https://asecuritysite.com/openfhe/openfhe_00cpp_ckks


BFV - Adding/Multiplying Two Numbers

https://asecuritysite.com/openfhe/openfhe_02cpp

https://asecuritysite.com/openfhe/openfhe_02cpp


CCKS - Adding/Multiplying Two Numbers

https://asecuritysite.com/openfhe/openfhe_05cpp

https://asecuritysite.com/openfhe/openfhe_05cpp


BFV - Batch Processing

https://asecuritysite.com/openfhe/openfhe_08cpp

https://asecuritysite.com/openfhe/openfhe_08cpp


MD/FHEW

https://asecuritysite.com/openfhe/openfhe_09cpp
https://asecuritysite.com/openfhe/openfhe_09cpp_pke

https://asecuritysite.com/openfhe/openfhe_09cpp
https://asecuritysite.com/openfhe/openfhe_09cpp_pke


MD/FHEW

https://asecuritysite.com/openfhe/openfhe_11cpp
https://asecuritysite.com/openfhe/openfhe_11cpp_pke

https://asecuritysite.com/openfhe/openfhe_09cpp
https://asecuritysite.com/openfhe/openfhe_11cpp_pke


MD/FHEW - MUX and Majority

https://asecuritysite.com/openfhe/openfhe_11cpp
https://asecuritysite.com/openfhe/openfhe_11cpp_pke

https://asecuritysite.com/openfhe/openfhe_09cpp
https://asecuritysite.com/openfhe/openfhe_11cpp_pke
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Threshold Encryption

https://asecuritysite.com/openfhe/openfhe_16cpp
https://asecuritysite.com/openfhe/openfhe_17cpp

https://asecuritysite.com/openfhe/openfhe_16cpp
https://asecuritysite.com/openfhe/openfhe_17cpp
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Chebyshev Functions

https://asecuritysite.com/openfhe/openfhe_18cpp

With approximation 
theory, it is possible to 
determine an approximate 
polynomial p(x)
that is approximate to a 
function f(x).

https://asecuritysite.com/openfhe/openfhe_18cpp
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Proxy Re-encryption (PRE)

https://asecuritysite.com/openfhe/openfhe_21cpp

https://asecuritysite.com/openfhe/openfhe_21cpp
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Polynomial Evaluation

https://asecuritysite.com/openfhe/openfhe_20cpp

https://asecuritysite.com/openfhe/openfhe_20cpp
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Logistic Function

https://asecuritysite.com/openfhe/openfhe_19cpp

https://asecuritysite.com/openfhe/openfhe_19cpp


Matrix Operations

https://asecuritysite.com/openfhe/openfhe_14cpp
https://asecuritysite.com/openfhe/openfhe_13cpp

https://asecuritysite.com/openfhe/openfhe_14cpp
https://asecuritysite.com/openfhe/openfhe_13cpp
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Matrix Operations
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https://asecuritysite.com/openfhe/openfhe_27cpp
https://asecuritysite.com/openfhe/openfhe_26cpp


Matrix Operations

https://asecuritysite.com/openfhe/openfhe_27cpp
https://asecuritysite.com/openfhe/openfhe_26cpp

https://asecuritysite.com/openfhe/openfhe_27cpp
https://asecuritysite.com/openfhe/openfhe_26cpp


Matrix Operations

https://asecuritysite.com/openfhe/openfhe_28cpp
https://asecuritysite.com/openfhe/openfhe_29cpp

https://asecuritysite.com/openfhe/openfhe_28cpp
https://asecuritysite.com/openfhe/openfhe_29cpp


FHE and Neural Networks
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GWAS (Gnome-wide Association Studies)



SVM



Results



Results



Privacy-Aware 
Cryptography: FHE

Prof Bill Buchanan OBE, FRSE
http://asecuritysite.com
Twitter: billatnapier

Homomorphic 
Encryption with 
OpenFHE

http://asecuritysite.com

