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ABOUT ME

• Cybersecurity student at the University of Defence

• Gained experience as a part-time cybersecurity specialist at STYRAX, a.s.

• Active participant in various CTF events

• Open-source technologies enthusiast



WHY THIS TOPIC?

• Still a relevant topic

• You can share the things mentioned in this presentation and help raise 
awareness

• Or just take a look under the hood of spam emails in your inbox and have 
some fun analyzing them



WHAT TO LOOK FOR

• Headers
• From, To, CC, BCC

• Return-Path

• Date/timestamps

• X-Originating-IP / X-Mailer

• Body & content

• Attachments



EASY TO USE TOOLS



NOTEPAD

• Download the email (.eml file)

• Open it with notepad



EMLDUMP.PY

• From the creator of oledump.py, Didier Stevens

• Easy way to dump various parts of the email (plaintext, images, …)







XST READER

• GUI tool for viewing MS Outlook’s .ost and .pst files

• You can find the .ost file here:

Source: 
www.stellarinfo.com



Source: 
https://github.com/Dijji/XstReader/blob/master/screenshot5.png



Source: 
https://tryhackme.com/room/windowsapplications



AUTOPSY

• Email parser modules

• Correlating with other evidence on a disk



REAL LIFE EXAMPLES



FIRST EXAMPLE

• Found a spam email in my spam folder

• Without subject

• I saw only the display name of the sender and not the full address

• In a preview I saw a part of the message saying „Hello, this is the last 
warning…“



• IP address of the sender
• Located in Bangladesh

WHAT I FOUND OUT

• Date and time
• Different time zones

• User-Agent
• Email client from year 2009

• Email content

• Email address of the sender



SECOND EXAMPLE

• Found a spam email in my spam folder

• With subject in Korean

• Spoofed my email address



• IP address of the sender
• Located in Mexico

WHAT I FOUND OUT

• Date and time
• Different time zones

• Content

• Proof of spoofing



THIRD EXAMPLE

• I once sent an email to one of my teachers

• Only automatic signature was left after they received it



THIS IS HOW OUTLOOK WEB APP RENDERED 
IT



THIS IS HOW OUTLOOK DESKTOP 
APP/THUNDERBIRD RENDERED IT



WHAT HAPPENED?

• The message got into div block for signature and that resulted in bad HTML 
rendering in OWA



Message

Signature



THANK YOU FOR YOUR ATTENTION
QUESTIONS?


