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QUBIP

e OQUBIP (Quantum oriented update to Browsers and Infrastructure for the PQ transition) is
designed to contribute to the EU transition to PQC with the aim of streamlining the
process and creating a replicable transition model.

e 11 partners contributing to the project, including Tampere University.

e TAU isresponsible for integrating state-of-the-art PQC implementations in OpenSSL and
NSS through shallow loadable modules.

e Our blog posts related to all the building blocks and their progress are accessible here.
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http://qubip.eu
http://qubip.eu/partners
https://qubip.eu/blogpost/
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Pilot System
Overview
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QUBIP

1. TLS-level server authentication

©)

Our client (QUBIP’s Firefox build) establishes a PQ-secure TLS 1.3 connection with a QUBIP
server instance—located either in Finland or Italy—using qgryptotoken (QUBIP’s soft token).
This should ensure that both the key exchange and authentication are demonstrably

Post-Quantum secure.

2. App-level user authentication via plaintext PQ (or PQ/T hybrid) Verifiable Credentials

3. App-level user authentication via PQ Anonymous Credentials
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QUBIP

e Recap
o aurora and openssl_provider_forge for OpenSSL PQC Provider
o gryptotoken for Firefox/NSS-compatible PKCS#11
e QUBIP blog posts
o Transition of OpenSSL for implementing PQ/T TLS
o Fedora Linux Transition
o NSS and Firefox Transition to POC
o QUBIP for post-quantum cryptography demos pilots for IoT, telco
e Ongoing/future work
o Firefox: match the new NSS once this is finalized (some already landed on NSS 3.116).
m Enable mTLS and test keygen codepaths, likely to require small updates on gryptotoken
o qgryptotoken: rebase on latest kryoptic
o aurora: showcase adapters using dynamic linking. Cleanup and maximize code reuse.

OpenSSL

Conference
Prague 2025



https://qubip.eu/transition-of-openssl-for-implementing-pq-t-tls/
https://qubip.eu/fedora-linux-transition-to-support-quantum-secure-internet-browsing/
https://qubip.eu/transition-of-nss-and-firefox-to-support-the-quantum-secure-internet-browsing/
https://research.redhat.com/blog/2025/06/04/qubip-for-post-quantum-cryptography-demos-pilots-for-iot-telco/
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