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How I Met Your Algorithm

A Post Quantum Love Story



Who Am I

Just another soul in a random
corner of the world, living in
quiet fear and paying taxes.



Alice (My cat) Bob (My other cat)

Cipher Text
(Meow Meow Meow)

Wanna Hang out tonight
at the park after our owner
sleeps?

Encrypted Meow Meow

Securely communicating over the Internet
using classical cryptography

What are
they talking
about

Quantum 
Computer

Very
Powerful

Let’s use Post Quantum
Cryptography

PQ public key PQ private key

Meow Meow
[Cipher Text]
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Store Now Decrypt Later

– Quantum Computer
   Available

– Adopt PQC TODAY

Idea taken from Arqit PQC slide
D
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Procrastination



OpenSSL

Monkey Sees Monkey Does

liboqs

PQ Code Package

CIRCL

SymCrypt

s2n-tls

PQClean

wolfSSL

Libcrux

rustls

AWS-LC

BoringSSL

Tink go crypto

qrc-opensource-rs

Bouncy Castle

libjade

cuPQC

NSS

mbedTLS

gnuTLS

Botan

Crypto++ Sphincs+

pqcrystals

PQCrypto

leancrypto

pqm4 Intel Crypto Primitivesoqs-provider



Relationship status with OpenSSL

OpenSSL

liboqs

PQ Code Package

CIRCL

SymCrypt

s2n-tls

PQClean

wolfSSL

Libcrux

rustls

AWS-LC

BoringSSL

Tink go crypto

qrc-opensource-rs

Bouncy Castle

libjade

cuPQC

NSS

mbedTLS

gnuTLS

Botan

Crypto++ Tink

pqcrystals

PQCrypto

leancrypto

pqm4 Intel Crypto Primitivesoqs-provider



It’s not a race. It’s a marathon

1.Crypto Inventory
or 

Crypto Visibility

2. Migration Strategy
and Roadmap

3. PQC Migration

4. Maintenance
and Best Practices





Chambers of Secrets



Chambers of Secrets: PQCA CBOMkit



PQStation



Happy Adoption



(PQ-IPSec)Component 1

StrongSwan

StrongSwan

 Component 1

 Component 2

IKEv2  with
multiple Hybrid PQ

Key exchanges 

Tunnel

 Policy Offload
XDP

 XFRM Offload

(PQ-IPSec)

(PQ-IPSec)

Component 2

Stronger Swan



Service
Consumer

Service
ProducerPEP PDP

Discovery

PQ_JWTToken_Get_Request

Generate PQ JWT Token
signed with ML-DSA 

using PDP’s PQ-Private
Key

PQ_JWTToken_Get_Response

(PQ JWT Token)

Service
Request

(PQ JWT Token)

Validate PQ JWT Token
by verifying it using

PDP’s
PQ Public Key

Service Response

Service Response

Service Request

Authentication

mTLS 1.3

“My wife left me after reading NIST SP 800-207"



Do Small Businesses even Care?

https://openssl-communities.org/hub-businesses-small/

https://openssl-communities.org/hub-businesses-small/


Post Quantamized Bye


