How I Met Your Algorithm

-ia

y:

ML-DSA
SLH-DSA

A Post Quantum Love Story
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Just another soul In a random
corner of the world, living In
quiet leqr and paying taxes.
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Encrypted Meow Meow

What are
Vel’y Quantum they talking

Powerful Computer

Let's use Post Quantum
= Cryptography
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Alice (My cat) Bob (My other cat)

Securely communicating over the Internet

%@ using classical cryptography %C@

PQ public key PQ private key
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“This brings quantum physics from the sub-atomic world onto this chip.” 2025 physics prize interview

. H.ﬂ_hel F-T'rl.i?E & Subscribe i 649 O] £ Share L Download 3£ Clip

23,989 views 13 hours ago #NobelPrize
Goran Johansson, Professor in applied and theoretical quantum physics and member of the Nobel Committee for Physics 2025, is interviewed by




Store Now Decrypt Later

Procrastination

- Quantum Computer
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Idea taken from Arqgit PQC slide



Monkey Sees Monkey Does

OpenSSL PQClean Tink go crypto pqcrystals
liboqgs wolfSSL grc-opensource-rs mbedTLS PQCrypto
PQ Code Package Libcrux Bouncy Castle gnuTLS leancrypto
CIRCL rustls libjade Botan s2n-tls
SymCrypt AWS-LC cuPQC Crypto++ Sphincs+

oqs-provider BoringSSL NSS pama4 Intel Crypto Primitives



Relationship status with OpenSSL

OpenSSL PQClean Tink go crypto pqcrystals
liboqgs wolfSSL grc-opensource-rs mbedTLS PQCrypto
PQ Code Package Libcrux Bouncy Castle gnuTLS leancrypto
CIRCL rustls libjade Botan s2n-tls
SymCrypt AWS-LC cuPQC Crypto++ Tink

oqs-provider BoringSSL NSS pama4 Intel Crypto Primitives



It’s not a race. It’'s a marathon

1.Crypto Inventory
or
Crypto Visibility

3. PQC Migration

4. Maintenance
and Best Practices

2. Migration Strategy
and Roadmap
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| solemnly swear that | am up to no good.




Chambers of Secrets
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(Keys to encrypt data at rest,
Keys for Signatures)

Enterpriso (fﬁ}

Identity

E'.':!i.tl]'rﬂf. SeCarifnds

Certificate Management Systems
(Digital Certificates)

|' Crypto I"',
. Scanning |
\ /
--‘-‘-" L _.-""f

Crypto Inventory

Custom Host Scanners
Extracting Configuration (APIs)
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Chambers of Secrets: PQCA CBOMKit
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A toolset for dealing with Cryptography
@ san-zrl Fix + extension of git ser mproved error logging, code clean: ' L) 208 Commits Bill of Materials (CEOM)

B .github
B  mvn/wrapper
B bom

=T

B example




Technical Advisory Council (TAC)

Post-Cuantum
Cryptography Alhhance
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The Technical Advisory C-ouncil (TAC) provides
oversight of the Post-Quantum Cryptography
Alliance technical communities. Its functions

Include:

Admitting new projects
Approving new proposals for project
lifecycle changes, defining how
“production ready” projects are
Establishing community norms,
workflows, or policies that are not
within the scope of any single
project

Resolving technical matters that
affect multiple projects
Coordinating cross-project
oppoartunities



Happy Adoption

AWS Security Blog
Jaime Gémez Garcia ffij] - st
{ Global Head of Santander Quantum Threat Program | Chair of Europ...
/

ML-KEM post-quantum TLS now supported in AWS KMS, ACM,and ¥ .o

#» Amazon Web Services (AWS) Cloudfront implements hybrid #PQC! »
Secrets Manager

by Alex Weibel | on 07 APR 2025 | in Announcements, AWS Certificate Manager, AWS Key Management Service, AWS WE BB EEES TN LS SE N T EETRg bl =iET

Secrets Manager, Intermediate (200), Security, Identity, & Compliance | Permalink | # Comments | # Share o
&  Laconexion es segura

Amazon Web Services (AWS) is excited to announce that the latest hybrid post-quantum key agreement standards for
TLS have been deployed to three AWS services. Today, AWS Key Management Service (AWS KMS), AWS Certificate
Manager (ACM), and AWS Secrets Manager endpoints now support Module-Lattice-Based Key-Encapsulation Mechanism
(ML-KEM) for hybrid post-quantum key agreement in non-FIPS endpoints in all AWS Regions in the aws partition. The
AWS Secrets Manager Agent, built on AWS SDK for Rust now also has opt-in support for hybrid post-quantum key Datos del certificado

Chrome ha verificado que Amazon RSA
2048 M04 emitio el certificado de este
sitio web.

Tu conexion con esta cifrada

POSt-Qu a ntu m Cryptogra p hy i N con un conjunto de cifrado moderno.
Ku bernEtes La conexion utiliza TLS 1.3.
_ | La conexion se ha encriptado y
By Fabian Kammel (ControlPlane) | Friday, July 18, 2025 attenticado con AES. 128 GCM, y utiliz
X25519MLKEM768 como el mecanismo de

The world of cryptography is on the cusp of a major shift with the advent of quantum intercambio clave.

computing. While powerful quantum computers are still largely theoretical for many D e e —
applications, their potential to break current cryptographic standards is a serious concern,
especially for long-lived systems. This is where Post-Quantum Cryptography (PQC) comes in.




Stronger Swan

Component 1

(PQ-IPSec)

(PQ-IPSec) *~
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Component 2

Component 1

o, StrongSwan

IKEv2 with
multiple Hybrid PQ
Key exchanges

so XDP

Policy Offload

Component 2

XFRM Offload




“My wife left me after reading NIST SP 800-207"

Service Service
PEP PDP
Consumer Producer
Authentication
T T T T ST R -
mTLS 1.3
Service Request
T T -
Discovery
T T -»>
PQ_JWTToken_Get_Request
O -»>
Generate PQ JWT Token
sighed with ML-DSA
using PDP’s PQ-Private
Key
PQ_JWTToken_Get_Response
T (PQIWT Token) |
Service
Request
e B e T
(PQ IJWT Token) -1

Validate PQ JWT Token
by verifying it using
PDP’s
PQ Public Key

Service Response

Service Response




Do Small Businesses even Care?

Choose the option(s) you favor.

Option

Already implementing
PQC solutions

We're aware but not
actively planning yet
Researching and
evaluating our options
Some solutions are
now migrated to
quantum-resistant
systems

PQC? Post-what-now?
(Still learning about it)
Started planning our
migration strategy

https://openssl-communities.org/hub-businesses-small/


https://openssl-communities.org/hub-businesses-small/

Post Quantamized Bye



